
1

OFFICE OF THE

STATE AUDITOR

STATE PRIVACY OFFICER 
ANNUAL REPORT SUMMARY

Dr. Whitney Phillips
State Privacy Officer
wphillips@Utah.gov
December 7, 2022



2

OFFICE OF THE

STATE AUDITOR

Why is the 
state 

government 
an attractive 

target?  

Lots of 
data

Very high 
technology 
adoption

Very 
low 

security
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Records Officer Certification 63G-2-108
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An optional survey based on was 
sent to:
• All 153 Local Education Agencies 
• All 29 Counties
• All 168 other designated 

government entities with 50 or 
more employees.

*58% response rate

Results: The survey revealed very 
low privacy maturity. The top 10 
scores belonged to 8 Local 
Education Agencies and 2 
Behavioral Health Facilities. The 
bottom 10 scores belonged to 4 
counties and 6 cities.

0-5 Privacy Survey Results (0-5)
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Completed: 16/18 Institutions of Higher Education have determined a privacy point 
of contact

To be completed:
• The Utah Board of Higher Education designation of a Higher Education Privacy 

Officer
• Adoption of policies to protect student data
• Development of privacy standards, model documents, or training materials
• Percent of Intuitions of Higher Education that have created and maintained a 

data governance plan 
• Creation of the Higher Education Privacy Advisory Group

Institutions of Higher Education
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Privacy Success 
Story: Local 
Education 
Agencies
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Privacy Success 
Story: Local 
Education 
Agencies
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FY 2023

• Modernize the General Retention Schedule (GRS)

• Increase the percent of active Records Officer Certifications

• Increase Institution of Higher Education compliance with state 
code

• Increase number of local government entities that have a Certified 
Information Privacy Manager

• Develop educational and training materials based on Utah’s 
Fundamental Privacy Principles
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