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1. Purpose and Authority
Voyage Academy (the “School”) provides computers and internet access to qualifying students in order to promote resource sharing, innovation, and communication. Because the School receives E-Rate discounts on internet access and internal connections through the Schools and Libraries Universal Service Support Mechanism, the School is subject to the Children’s Internet Protection Act (“CIPA”), 47 U.S.C. § 254(h)(5) & (l), and must certify that it has adopted and enforces an Internet Safety Policy meeting CIPA’s requirements as a condition of receiving those discounts.
This Policy constitutes the School’s Internet Safety Policy for purposes of CIPA and works in conjunction with the School’s Technology Security Policy/Plan, which addresses the security of School data, systems, and networks under Utah Admin. Code R277-487 and Utah Code §§ 53G-8-901 through 53G-8-903, and with the School’s Acceptable Use and Electronic Device Use Policy. Where a conflict exists, the more protective requirement governs.
2. Definitions
1. “Technology Protection Measure”: a specific technology that blocks or filters internet access to visual depictions that are obscene, child pornography, or harmful to minors, as required by 47 U.S.C. § 254(h)(5)(B)(i) and (h)(7)(I).
1. “Harmful to Minors”: any picture, image, graphic image file, or other visual depiction that, taken as a whole and with respect to minors, appeals to a prurient interest in nudity, sex, or excretion; depicts, describes, or represents in a patently offensive way sexual acts or genitalia; and lacks serious literary, artistic, political, or scientific value, as defined at 47 U.S.C. § 254(h)(7)(G).
1. “Minor”: an individual who has not attained the age of 17, consistent with 47 U.S.C. § 254(h)(7)(B).
1. “Personally Identifiable Information” or “PII”: information that is linked or linkable to a specific student such that a reasonable person in the school community could identify the individual with reasonable certainty.
1. “Access Control Method”: a technology platform or setting that allows a parent to limit a student’s access on School-managed devices to preapproved websites or applications, as contemplated by Utah Code § 53G-7-1001.
3. Policy Framework and Required Elements
Consistent with CIPA, the School’s Internet Safety Policy addresses: (a) access by minors to inappropriate matter on the internet; (b) the safety and security of minors when using electronic mail, chat rooms, and other forms of direct electronic communication; (c) unauthorized access, including “hacking,” and other unlawful activities by minors online; (d) unauthorized disclosure, use, and dissemination of personal information regarding minors; (e) measures restricting minors’ access to materials harmful to minors; (f) monitoring the online activities of minors; and (g) education of minors about appropriate online behavior, including interacting with other individuals on social networking websites and in chat rooms, and cyberbullying awareness and response, as required by the Protecting Children in the 21st Century Act.
4. Technology Protection Measures
4.1 Filtering
Student use of School computers and networks must be in support of education and research and consistent with the School’s educational objectives. Internet access at the School is filtered and monitored on an ongoing basis by a technology protection measure to protect against access by adults and minors to visual depictions that are obscene, child pornography, or harmful to minors. The technology protection measure is enforced during use of School computers with internet access by both adults and minors.
4.2 Disabling for Adult Use
The technology protection measure may be disabled for an adult engaged in bona fide research or another lawful purpose upon receiving permission from the Director or the Information Security Officer, consistent with 47 U.S.C. § 254(h)(5)(D).
4.3 Monitoring
The School monitors the online activities of minors on School networks and School-managed devices, consistent with Section 3(f). Monitoring is administered by the School’s Information Security Officer in coordination with staff and does not create an expectation of privacy in any use of School equipment, networks, or accounts.
5. Notification, Documentation, and Public Process
5.1 Public Notice and Hearing
Before adopting or materially amending this Policy or the associated technology protection measure, the School shall provide reasonable public notice and hold at least one public hearing or meeting to address the proposal, as required by 47 U.S.C. § 254(l). Additional hearings are not required for non-material amendments. The School shall retain documentation of the notice, the hearing, and the adoption of this Policy for not less than five (5) years after the last day of the funding year in which the Policy was relied upon to obtain E-Rate funding.
5.2 Parental Controls and Review
Consistent with Utah Code § 53G-7-1001 and § 53G-7-1003, the School shall, upon a parent’s request, provide an access control method that limits a student’s access on School-managed devices to preapproved websites, and shall provide a technology platform through which a parent may review the student’s activity on School-managed devices. The School shall maintain a complaint procedure for alleged violations of this Section and shall review this Section not less than every three (3) years.
5.3 Education of Minors
Students will be educated in appropriate online behavior, including interacting with other individuals on social networking websites and in chat rooms, and cyberbullying awareness and response. Students will sign a computer use and safety agreement annually. The School shall also provide age-appropriate cyber security awareness and digital citizenship instruction as described in the School’s Technology Security Policy/Plan.
6. Rights, Responsibilities, and Prohibited Conduct
The safety and security of students using electronic mail, chat rooms, and other forms of direct electronic communication is a priority at the School. As such:
1. Students are strictly prohibited from accessing or creating files without authorization; attempting to hack into School systems; accessing or creating offensive, profane, or pornographic files; plagiarizing works or violating copyrights or trademarks; attempting to bypass computer security; or having food or drinks near computers.
1. Students are prohibited from using another individual’s account or login information at any time. Any security concerns must be reported to the Director, a teacher or supervisor, or the Information Security Officer.
1. There will not be an expectation of privacy in files, disks, documents, internet history, or other content used or created with School equipment.
1. All documents, files, and folders created with School hardware or software remain the intellectual property of Voyage Academy.
1. Vandalism will result in appropriate disciplinary action. Vandalism includes, but is not limited to, abusive overloading of data on the server, uploading, downloading, or creating computer viruses, and any malicious attempt to harm or destroy property.
1. Personal information is restricted, password protected, and stored only on School servers. Only authorized personnel have access to student information, and no personally identifiable information about a student will be shared without the written consent of a parent.
1. Parental permission is obtained for the publication of student work and photos.
1. The use of School computers and the internet is a privilege, not a right. Inappropriate use may result in disciplinary action, including the possibility of suspension or expulsion, and/or referral to legal authorities.
1. Users are liable for any misuse of School systems.
Note to Administration: the provisions of this Section 6 substantially overlap with acceptable-use matters (privacy expectations, intellectual property, and liability for misuse) that are more properly addressed in a dedicated Acceptable Use Policy. They are retained here to avoid a gap in coverage and should be migrated to, and then cross-referenced from, a standalone Acceptable Use Policy if and when the School adopts one.
7. Legal Accountability and Recordkeeping
The Director will establish administrative procedures consistent with this Policy and applicable law, and will ensure the School’s annual CIPA certification (FCC Forms 479, 486, and/or 500) accurately reflects the School’s compliance with this Policy. The Information Security Officer will maintain documentation of the technology protection measure, its configuration, and its operation for not less than five (5) years after the last day of the applicable E-Rate funding year, consistent with Section 5.1. The Board will review this Policy not less than every three (3) years and upon any material change in applicable law.
Approved and Adopted by the Voyage Academy Governing Board.
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