
National Security Risks of 
Automated License Plate Readers

Do ALPR Networks Put Utah At Risk?

Steve McCown



H.R.8800 - National Defense Authorization Act 
for Fiscal Year 2027

Source:  https://www.congress.gov/bill/119th-congress/house-bill/8800/text 
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Patrick Harrigan (R-NC)
• Commented on H.R. 8800
• Described the risks of traffic 

cameras

Source: https://www.congress.gov/congressional-record/volume-172/issue-
120/house-section/article/H5029-6 
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Financial Times – Mar 2, 2026

Source: https://www.ft.com/content/bf998c69-ab46-4fa3-aae4-8f18f7387836 
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WSJ – March 3, 2026

Israel … hacked into 
traffic cameras across the 
Iranian capital for real-
time information

Source: https://www.wsj.com/world/middle-east/inside-the-operation-that-killed-khamenei-03eebbad 
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404 Media:  Flock Exposed Its AI-Powered 
Cameras to the Internet. We Tracked Ourselves
2025-2026

• Camera security misconfigured
• Allowed remote camera access
• Live Streams
• Administrator Access

Source:  https://www.404media.co/flock-exposed-its-ai-powered-cameras-to-the-internet-we-tracked-ourselves/ 
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Is Utah Building an Uncontrollable
    Public Surveillance Network?
Security Concerns

• Could nation-states or hackers access OR modify surveillance data?
• NIST’s National Vulnerability Database (15 current CVE reports)

Out-of-State Searches
• 5.1M in Weber County alone

Mystery ALPR Cameras Appearing Across Utah
• Mapleton, UT:  contracted for 1 camera, but 5 were installed

• All since removed

Covert Business Models?
• Does a secondary business model justify the ‘free’ cameras?



Does Utah Want an Uncontrollable
    Public Surveillance Network?
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