Cybersecurity Procedures and Protocol
North Fork Special Service District 
Date: 5/14/2025

1. Purpose
This document outlines cybersecurity procedures and protocols to protect the physical and digital assets of North Fork Special Service District, a small public water system, from cyber threats. These procedures are based on best practices drawn from the AWWA Cybersecurity Guidance and the NIST Cybersecurity Framework.

2. Scope
These procedures apply to all personnel, contractors, and any third parties with access to:
· Supervisory Control and Data Acquisition (SCADA) systems
· Business and operational IT systems
· Remote access systems
· Communications and telemetry devices
· Any sensitive operational or customer data

3. Roles and Responsibilities
	Role
	Responsibilities

	Public Works Director and/or Supervisor
	Implements cybersecurity best practices, maintains this cybersecurity protocol, oversees training, ensures compliance, and leads incident response efforts.

	IT Consultant (Sam)
	Provides technical support, installs updates and patches, manages secure system backups, and assists with technical aspects of incident response.



4. Asset Inventory
A documented inventory of all critical assets shall be maintained and reviewed annually. This includes:
· SCADA/PLC devices
· Networked computers, servers, routers, and switches
· Remote telemetry units (RTUs)
· Remote monitoring devices or sensors
· Mobile devices used to access operational data

5. Access Control
To reduce unauthorized access risks:
· Only authorized personnel may access operational systems.
· Strong, unique passwords must be used and updated at least every 90 days.
· Default credentials on all devices/software must be changed.
· Multi-factor authentication (MFA) is required for remote access when feasible.
· USB drives and portable media should be restricted to minimize malware risk.

6. Network Security
To prevent and contain cyber threats:
· Maintain up-to-date firewalls and apply all security patches promptly.
· Isolate control systems (e.g., SCADA) from business networks using physical separation or VLANs.
· Disable unused network ports and unnecessary services.
· All remote access must use secure, encrypted connections such as VPNs.


7. Data Backup and Recovery
· System configuration files and operational data must be backed up daily or weekly, depending on system activity.
· Backups must be stored securely and separately from live operating systems.
· Perform and log annual tests of the system restoration process to verify integrity.

8. Incident Response Plan
A clear process shall be followed in the event of a suspected or actual cybersecurity incident:
1. Detection – Monitor systems for anomalies, alerts, or unauthorized access attempts.
2. Reporting – Any incident must be immediately reported to the Public Works Director and/or Supervisor.
3. Response – Affected systems should be isolated, logs preserved, and the IT Consultant (Sam) engaged for technical support.
4. Recovery – Systems will be restored from clean, verified backups.
5. Documentation – All incidents and actions taken must be logged in an incident report file.

9. Training and Awareness
· All employees with access to operational systems must receive annual cybersecurity awareness training.
· Training includes recognizing phishing, using strong passwords, and device security.
· Attendance and completion must be documented and stored for audit purposes.

10. Third-Party Management
· Vendors and contractors must comply with this cybersecurity protocol.
· Remote vendor access must be time-limited, logged, and monitored.
· When feasible, cybersecurity clauses should be included in vendor agreements.

11. Policy Review and Updates
· This protocol will be reviewed annually or following any major cybersecurity event.
· Updates will be approved by the Public Works Director and/or Supervisor and documented accordingly.
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