


Utah Governing Privacy Board Meeting – DRAFT MEETING MINUTES
August 29, 2024
Utah State Capitol
Aspen Conference Room

Board Attendees:  Rep Jefferson Moss, Auditor John Dougall, Daniel Burton, Marvin Dodge, Senator Kirk Cullimore

Attendees:  Brian Swan, Christopher Bramwell, Micah Vorwaller, Norz Kurzova, Tina Cannon, David Sonnenreich, Jared Tingey, Shelly Cordon Teuscher


Marvin Dodge welcomed the group and started with introductions.  He also provided a brief overview of the Board and the Office of Data Privacy.  

All members of the Governing Privacy Board were in attendance, and a quorum was established.  

Overview of Governing Board Duties – 63A-19-202
Brian Swan, GovOps Attorney General representative, provided an overview of the duties of the board:

1.  Recommend changes to the state data privacy policy 
2. By July 1 of each year, make recommendations for the Data Privacy Commission
3. Hear issues raised by the Ombudsman regarding existing governmental privacy practices
4. Evaluate and recommend the appropriate structure and placement of the Office of Data Privacy (ODP) and the authority of the office and the authority to make rules
5. Recommend funding and strategies for governmental agencies for compliance with data privacy responsibilities and that can include grants, rates and internal service funds

Brian said those are the duties and the board may receive input from governmental entities, elected officials, subject matter experts and other stakeholders.  

Marvin Dodge asked for any questions or comments from the Board and the public regarding the statute.  There were none.  

Data Privacy Policy – 63A-19-102
Chris Bramwell said Utah is the only state in the nation that has a state privacy policy and reviewed the policy.  During the recent legislative session the concept in GRAMA, an individual has the constructional right to privacy for the data collected by governmental entities was discussed and the view on privacy came from previous rulings. What is privacy and a privacy right, there’s a lot of work to do to determine the right of the individual – this separates it from what is in GRAMA.   Senator Cullimore asked if we can separate that from the data versus the general privacy right.  Chris said there is an opportunity there and the legislature will need to determine that and every state will be going through this.  Representative Moss said that when GRAMA was written we didn’t have everything we have today and we can help with that.  Marvin Dodge mentioned that Archives is asking for more funding to move all of the paper records to digital.  Auditor John Dougall said that there are problems and costs to keeping everything forever.  Senator Cullimore said that the Legislature recognizes two (2) constitutional rights and the second one relates to the right of privacy – do we need to better define the right of privacy.  He also asked if that was defined somewhere else.  Auditor Dougall said what does personal data mean.  Chris Bramwell said that it does affect minors a bit more and we need to nuisance to figure out what personal data means.  Marvin Dodge mentioned Senator Bramble retired and he was the GRAMA champion/pitbull and Senator Harper is working with Archives on GRAMA.  Marvin asked for any comments from the Board and the public.  There were no comments.  

Utah Privacy Commission Report
David Sonnenreich provided an overview of the Commission’s duties which are in 63C-24-202.  
1. Annually develop a data privacy agenda that identifies for the upcoming year:
a. governmental entity privacy practices to be reviewed by the commission;
b. educational and training materials that the commission intends to develop;
c. any other items related to data privacy the commission intends to study; and
d. best practices and guiding principles that the commission plans to develop related to government privacy practice
2. Develop guiding standards and best practices with respect to government privacy practices
3. Develop educational and training materials
4. Review the privacy implications and civil liberties concerns of government privacy practices
5. Provide the data privacy agenda to the governing board by May 1 of each year
6. The commission may, in addition to the approved items in the data privacy agenda
a. review specific government privacy practices as referred to the commission by the chief privacy officer or the state data privacy officer
b. review a privacy practice not accounted for in the data privacy agenda only upon referral by the chief privacy officer or the state privacy officer
c. review and provide recommendations regarding consent mechanisms used by governmental entities to collect personal information
d. develop and provide recommendations to the Legislature on how to balance transparency and public access of public records against an individual's reasonable expectations of privacy and data protection
e. develop recommendations for legislation regarding the guiding standards and best practices the commission has developed
7. Annually prior to October 1 the commission must report to the Judiciary Interim Committee on
a. the results of any reviews the commission has conducted
b. guiding standards and best practices
c. any recommendations for legislation the commission has developed
8. Annually prior to June 1 the commission shall report to the governing board
a. governmental entity privacy practices the commission plans to review in the next year;
b. any educational and training programs the commission intends to develop in relation to government data privacy best practices;
c. results of the commission's data privacy practice reviews from the previous year; and
d. recommendations from the commission related to data privacy legislation, standards, or best practices

David mentioned that they went from an investigative body to a more structured approach utilizing sub-committees.  David asked for any feedback from the Board.  Marvin Dodge thanked David for his report and asked for any comments from the Board.  Rep Moss said that he was surprised had taken away the ability to investigate if there is an issue.  He said that he’s concerned that we’ve tied their hands but we should give that flexibility to look into issues.  David Sonnenriech said there is a mechanism, issues can go to the Privacy Officer and ask for them to be put on the agenda.  Chris Bramwell agreed that is an option.  Auditor Dougall said we could say that if there is an item of concern that the Commission can investigate.  

David said that the paragraph can be modified to include surveillance.  Chris Bramwell mentioned that covert surveillance has not been defined and a broad discussion should happen with this.  Daniel Burton mentioned that this has been a topic of conversation over the years what is covert versus casual surveillance and this is a highly charged area.  Representative Moss said that we need to determine this and he would like to get into more detail on the matter.  Marvin Dodge asked for public comment – Jared Tingey, Utah League of Cities and Towns commented that it would be helpful to have a definition to guide cities and towns on what they can and can’t do.  There are legitimate reasons to have covert surveillance but looking at the overall perspective where as a citizen’s right to privacy.  

Office of Data Privacy:  Chris said that more has happened for privacy in the last four years in the previous 175 years.  He then gave a brief overview of what has been going on with the ODP since the legislative session.  We have a lot of work to do but we know where to start.  W have more funding, training initiatives where all public employees must have training regarding privacy, giving everyone information and understanding of privacy, staffing efforts have been made, ODP had partnered with Archives on records series, retention schedules, workshops so that everyone understands privacy and how do we scale this.  Marvin Dodge asked for public comment – there was none.  

Auditor John Dougall motioned the board requests the commission make recommendations regarding the definition of covert surveillance, Rep Moss seconded and the motion carried. 

Auditor John Dougall motioned the board requests the commission make recommendations regarding what covert surveillance should be codified as allowable in statute as well as what covert surveillance should be prohibited.  Marvin Dodge asked for public comment – there was none.  The motion carried.  

Auditor John Dougall motioned the board requests the commission make recommendations regarding governmental policies and practices regarding surveillance.  Marvin Dodge asked for public comment – there was none.  The motion carried.  

Auditor John Dougall motioned the board amends the commission FY2025 Data Privacy agenda and report to replace “such as” after technologies before “cctv” with generally including.  Marvin Dodge asked for public comment – there was none.  The motion carried.  

Senator Kirk Cullimore said the Office of Legislative Auditors had some recommendations on privacy – could the privacy commission look at those recommendations.  Part of the executive order was to address that came out of the report and then more specific to agencies.  Chris said they are close to finishing that plan for agencies and for DHHS – some of the commission members have seen the plan and we will be evaluating that plan.  The Legislative Audit #2023-07 is being looked at.  Marvin Dodge asked for any further comments from the board there were none.  Auditor John Dougall motioned to approve the data privacy agenda and the motion carried. 

Auditor John Dougall motioned to approve the electronic meetings policy.  The policy was recommended by the Auditor’s office.  Marvin Dodge suggested that we adopt the policy.  Brian Swan said that it’s good to proceed with this version.  We must have an anchor location, using the word “if”, he suggested to revise it to reflect OPMA and we must also comply with statute.  Auditor John Dougall motioned to approve the electronic meetings policy, the motion carried.  
.  
Funding was received for hiring an ombuds person position.  Daniel Burton motioned for close session in the Aspen room – the motion carried.  Committee went in to closed session.  

The board discussed the candidates for the ombuds person position – Daniel Burton asked what this person would do – mediation – foundation and define mediation for privacy or a complaint with entities – report any non-compliance to the board – which can then be reported to the auditor or reported to the AG.  There would need to be separation of duties and this position would need to operate in the interest of privacy – there is currently a backlog of complaints.  The Board suggested there would need to be personality and technical knowledge but the ombudsman doesn’t really provide guidance – but would need the technical requirements and the law  - The following three (3) candidates were forwarded to the Governor’s Office for consideration:



Aaron Price 
Ben Whisonhut 
Lana Taylor

Auditor John Dougall motioned to go back into open session, the motion carried.   

Auditor John Dougall motioned to move the four recommended candidates forward for interviews and the motion carried.  

Representative Jefferson Moss motioned to adjourn!  





