
     

Whereas, the City Council of Lake Point is entrusted with legislative and oversight responsibilities to serve the public interest while safeguarding the privacy and dignity of its employees and citizens;
Whereas, the Utah Government Records Access and Management Act (GRAMA) [Utah Code § 63G-2-302] provides explicit protections for private records,  to prevent unnecessary disclosure and potential misuse;
Whereas, access to sensitive records by City Council members and staff members without actual oversight for those records, including government officials, whether they were elected or appointed, will prevent privacy concerns among employees and community members;
Whereas, repeated access to and misuse of detailed records by elected officials may undermine ethical obligations as outlined in Utah Code § , which prohibits the use of public office for improper influence or special privileges;
Whereas, this policy consolidates privacy practices, outlines governance roles and responsibilities, and ensures compliance with generally applicable records management, data protection, and data privacy obligations. It is designed to safeguard individual privacy rights, promote transparency, maintain the integrity and security of personal data, and ensure accountability across Lake Point.  This policy is meant to guide further alignment of Lake Point with the State Data Privacy Policy
Now, Therefore, Be It Resolved, by the City Council of Lake Point, that the following policies and practices are hereby adopted to protect the privacy of employees and citizens while ensuring the Council can fulfill its oversight duties:
Purpose
This policy applies to Lake Point’s privacy program, which includes policies, practices, and procedures for protecting the privacy of employees and the processing of personal data in accordance with Utah Code § 63A-19-401(2)(a), and which aligns with the records management and data governance requirements provided in both GRAMA and DARS. Where applicable, this policy will refer to a more specific or detailed policy, procedure, or guidance that addresses a particular practice that Lake Point has developed.
















































































































































































Section 1: Designation of Sensitive Records
1. An Employee’s personal detailed work notes, including the notes for activities conducted during work hours, are classified as private records under GRAMA. 

2. Citizen account records may include private elements (such as contact information, account numbers, or billing history) subject to redaction under Utah Code § 63G-2-302. These records will be handled in accordance with their GRAMA classification and redacted where required.

3. Aggregated or anonymized summaries of the above records will be prepared for Council review to ensure oversight needs are met without revealing unnecessary personal details.
Section 2: Role-Based Access Controls
1. Only designated administrative staff with direct responsibilities for managing employee timecards or citizen accounts shall have access to detailed records.
a. Elected/appointed officials, including City Council members, shall have access to summary reports and high-level data sufficient to perform their oversight responsibilities. Detailed records shall not be accessible without documented justification and 
the consensus of the majority of the Council. 
     
i
I
f approved, access must be restricted to the minimum necessary information required to address the specific concern.


Section 4: Auditor Access
1. The City Auditor, as well as other Auditors contracted with the city,  shall maintain independence in performing audits and shall provide their findings and recommendations to the Council without disclosing sensitive employee or citizen details unless explicitly required by law.
2. Any requests by Council members to access detailed records through the Auditor(s) shall require approval by the majority of the Council
Section 5: 

Compliance
          
1. Any violations of these policies, including unauthorized access to sensitive records, shall be investigated and may result in disciplinary action 
as permitted by Utah Code and other applicable municipal policies.
Section 6: Reporting Concerns Regarding Misuse of Sensitive Records
	Any citizen, or employee, contractor, appointed officer/member of the city can submit a privacy complaint to the Utah State Privacy Ombudsperson on the Utah Office of Data Privacy website and/or email the City Recorder directly


3.   	Investigation Procedure if complaint is submitted to the city:
a.   	The City Recorder shall acknowledge receipt of the complaint within five business days.
b.   	The     City Recorder in collaboration with the City Attorney, shall conduct a thorough investigation to determine the validity of the complaint.
c.        A final report, including findings and recommended actions, shall be submitted to the City Council within 30 days of receiving the complaint.
4.   	Whistleblower Protections:
a.   	Retaliation against employees or citizens who file complaints in good faith is strictly prohibited under federal and Utah whistleblower protection laws.
b.   	Any individual found to have engaged in retaliation shall face disciplinary action, up to and including termination or censure.
5.   	Corrective Actions:
a.   	If misuse is confirmed, appropriate corrective actions, including disciplinary measures, policy changes, or legal actions, shall be implemented.
6.   	Public Reporting:
a.   	A summary of validated complaints and corrective actions taken shall be included in an annual public report, with all personally identifiable information redacted.
Section 7: Liability Mitigation and Public Trust
1. The formal process for employees and citizens to report concerns regarding misuse of sensitive records is found in “Section 6: Reporting Concerns Regarding Misuse of Sensitive Records” of this document.

The City Attorney shall review these policies annually to ensure compliance with state and federal laws and recommend updates as necessary.


Effective Date
This resolution shall take effect immediately upon adoption by the City Council.
Adopted by Lake Point on [Date].







