LEPC Meeting
11/18/2024
12:00 pm - 1:00 pm
Carbon County Events Center
450 S. Fairgrounds Way
Price, UT 84501
Hosting: Castleview Hospital
Lunch will be provided

[bookmark: _Hlk171922730]Welcome and Review	                                                                                               Justin Needles
	                                                                                                         Carbon County Emergency Manager
Welcome and turn the time over to Jeff Weddle


Presentation / Discussion	                                                                                         Jeff Weddle
                                                                                                                                           Castleview Hospital 

Review emergency management activities in the last year for Castleview Hospital.
Hazard Vulnerability Assessment
Number 1 threat is cyber security
Patient surge 
Contagious patients
Communication failure
Active Shooter
Utility Failures
Hazmat Incident
Server Failure
Bomb Threat
11/15/2024 Active Shooter Exercise within the hospital 
 Tested their systems Code silver Raise organizational awareness 
Worked with Price Dispatched virtual exercise 
Department leaders pulled together mitigated issues
 Conducted an After-Action Review 
Strengthen the hospital processes
Shared a video they use an FBI active shooter training video
Bomb Threat 12/28/2023 via an email 
	We received a Bomb threat
Contacted Price Police established ics leadership provided situation update  
PD provided information others had received the same treats
The hospital was searched room by room and cleared
CISA detective contacted hospital and investigated further
Retrieved metadata from email to help investigate the incident further

February 2/6-7/2024 Icy Hot pediatric burn exercise 
University of Utah was sponsoring this exercise
Hospitals all over the state participated it was a 2-day virtual tabletop exercise 
Day 1 EMS/ Day 2 Hospital
Day 1 response next step patient movement considerations worked with ambulance & partners
Discussed how we would mitigate those scenarios 
They established Incident Command we briefed leadership and staff 
	They activated a recall to call in additional staff & readied burn and trauma supplies
It is important to consider what is the next step
Reached out to ambulance and air services to understand their capabilities
We also reached out to larger facilities in the state
The U of U Burn Center only has 16 beds with a daily occupancy of 80%
 Denver, Idaho Falls, Phoenix, San Diego, Seattle has some burn capabilities  
We have to think about how can we manage these burn patients 
We have treated minor burns frostbite patients that are treated similarly
We can link in and consult with burn specialist
Crisis standard of care came to the forefront during COVID
We are going to do further burn training
4/16/2024 Pediatric chemical emergency surge with primary hospital
Tabletop exercise scenarios given
Pediatric management and focus in a chemical exposure
Coordination and response were tested
Incident command was established a briefing was held
Activation of the hospital Decon team 
Reverse triage for mass casualty events
Communicate w/ ems ground and air 
Communicate w/ regional hospital with pediatric capabilities
8/7/24 Cybersecurity exercise 
Change Healthcare ransomware in Feb. 
Took down system 2.5 months almost 3
The financial impact for them was almost 2.9 billion dollars
They had to pay out 3.3 billion dollars
Ransom paid costing 2.2 million dollars
400 bed hospital in Los Angeles locked up medical records in another cybersecurity attack 7-8k to unlock
People on the dark web purchase ransomware products they don’t charge a lot because they want the money
Objectives for this Cybersecurity exercise were
	Organizational Awareness
	Considerations for plans and policies
Assess communication processes 
Main server for the hospital is in Nashville. 3 years ago, there was a bomb in Nashville. It took down our system for four days. We have processes in place. 
Shared the scenario
Immediate actions get disconnected from the internet asap
Incident command established, staff briefed  
downtime processes activated to minimize disruption of services
Last week in Nashville heat shut down the servers for a 24-hour period
They have communication redundancies including department cell phone, satellite phones, runners
AAR shared
Loss of services, loss of records could be a result of this kind of cyber attack
The hospital conducts anti-phishing training and testing of system users
Communication capabilities and redundancies addressed
North Cove N.C. Baxter IV plant production offline
I.V. fluid plant production offline due to hurricane Helene. Baxter plant provided 60% of all large volume I.V. fluids in the United States
Compounded by the longshoremen strike in October. 90% of medical equipment comes east coast. Hurricane Milton affected a plant that supplies 29% IV fluids in US.  They had time to move their supplies before the hurricane.
The hospital established an incident command and took an inventory of IV supplies.
The hospital has an emergency supply and conserving supply. The hospital contacted providers and discussed mitigated strategies. The hospital has asked provides to project wat is needed for all procedures and conserve when possible. Daily looking for sources for additional supplies.
Oral hydration is used when feasible. There have also been electrolyte drink shortages back in mid-October. Tracking inventory with surgical requirements. 
Participating with Utah DHHS I.V. fluid tracking processes in coordination with other hospital systems. 
Daily consideration for opportunities to conserve I.V. fluids.
Most hospitals are reporting that they have a 10-14-day supply of IV fluids. 
Baxter North Cove plant began production on a limited scale. Baxter is also importing supplies.
Future consideration Some hospitals in Utah possibly limiting selective surgeries. 
The hospital will conserve until production meets supply needs.
 Baxter has published their plant will achieve 100% production by the first of the year.
Questions

Utah Department of Emergency Management - Updates	                             Whitney Coonrod
                                                                                                                                                 DEM State Liaison
Hurricane impacting supply chain. The State EOC at level 4 monitoring. Flood Plain manager deployment to Florida
New Deputy director Eric Weidmeier from Utah national guard
Wade Mathews moved Tooele Army Depot
Jared Jones Hired as PIO he is from national guard he is also the NEW Public Affairs Section manager
Classes check on the state website


Training- Updates	                                                                                               Justin Needles
	                                                                                                         Carbon County Emergency Manager
ISC 400 March 11-12
Not on Utrain yet pencil it in if you need this.


Round Table - Updates	                                                                                               Justin Needles
	                                                                                                         Carbon County Emergency Manager
State Fire Marshal’s Office- a lot of classes offered new training software get with him if interested virtual scan
BLM- new has a new boss
Williams- UPA training February 6th invite sent out let others know
Kordine dispatch working out new system kinks let us know so we can fix it
Health dept. -earthquake excise
Jan 7 hazard vulnerability assessment Feb. 7th burn casualty care looking for location
Justin urban Kenilworth fire think it will be hard to extinguish mobilizing this week to start next week monitors for air monitoring voc in monitoring but it is experimental would need air sampling to get 
School District– state dem unenforced masonry BRIC funding applied for to update buildings funding depends on a completed plan 
Jeff hospital - burn training in Feb. something we need to be prepared for 
VFW - fund to assist veterans in need if you know contact m
Netti CERT- starting Jan 9th hybrid class
American red cross we increase in home fires need more volunteers will help with exercises veteran services 
Jay 
[bookmark: _GoBack]DEM - P25 working on getting a spreadsheet together with the p25 communication issues to push for stopping programming by UCA until to fix problems with radios 

Additional Items/Adjourn	                                                                                Justin Needles
	                                                                                                         Carbon County Emergency Manager


Next Meeting Date / Time:                                    UPA Pipeline Meeting February 6, 2025 11:30am


*** If you would like to host LEPC in 2025 please let Justin Needles or Daneil Robison know.
