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Charter Board Meeting Agenda
Friday, October 27, 2023 - 8:30-9:30 a.m.

1385 N 1200 W, Salt Lake City UT

Note: Due to legal obligations, we are required to record all Guadalupe School Charter Board

meetings. All audio recordings are posted on the Utah Public Notice website.

Zoom Link (Audio Only):

https://usO6web.zoom.us/j/81655067615?pwd=LoZVINVB9Uvghrbfl57enjo8btb2VZ.1

Meeting ID: 816 5506 7615

Passcode: wDH5T9

One tap mobile
+12532158782,,81655067615%#,,,,618035# US (Tacoma)
+13462487799,,81655067615%#,,,,“618035# US (Houston)
Meeting ID: 816 5506 7615

Passcode: 618035

(Quorum requirement = 3)

1. | Welcome Philip Jeffs 10 min
¢ Voting Board Member Discussion
¢ Approval of Minutes from September 27th Meeting (VOTE)

2. | Pre School Dr. Katrina Herd 5 min
o 2022-23 Results

3. | Finance Report Tonya Passey 15 min
o 2023-24 Monthly Financials
e 2023-24 Budget Update (VOTE)
¢ Audit Update
e TSSA Plan - Teacher & Student Success Act (VOTE)

4. | Charter School Report Marnie Bertoch 20 min
e Score Card

3. e Guadalupe Agency Data Governance Plan & Guadalupe Jim Carter 5 min

Technology Security Policy (VOTE)

o Emergency Preparedness Policy Review

6. e Background Check Verification Report Colleen Baum 1 min

ATTACHMENTS
October Agenda Policy & Procedure Changes
September 27th Meeting Minutes TSSA Plan Emergency Preparedness
2023-24 Monthly Financials Charter School & ELC Scorecards Proxy Form, Roster, Calendar
IMPORTANT DATES
November 17 Charter Board meeting 8:30-9:30am
November 29 Agency Board Meeting 4:30-6:00pm




GUADALUPE CHARTER SCHOOL
Board Meeting Minutes: September 29, 2023

Zoom: Paul Berthelson

Present: Maricela Garcia, Philip Jeffs, Vanessa Rader (Voted in)

Absent Voting by Proxy: Erica Arvizo (Proxy = Philip Jeffs)

Staff: Richard Pater, Jim Carter, Marnie Bertoch, Colleen Baum, Tonya Passey

Absent Staff: Trish Perry, Katrina Herd

Visitors & Alternate Board | Laura Garcia, Elizabeth Ruiz, Raymond Vazquez, Michelle Murdock, Cindy
Hinckley, Darleny Fuentes

Welcome
Executive Director, Richard Pater called the meeting to order at 8:31am. He explained that we will be
electing our Parent Representatives on the board and our new Board Chair.

Approval of Parent Representatives: Maricela Garcia, Erica Arvizo and Vanessa Rader.
Motion: Philip Jeffs

Second: Maricela Garcia

Approved unanimously.

Richard Pater asked for nominations or volunteers for the Charter Board Chair.
e Philip Jeffs volunteered his nomination.

Richard Pater asked for a vote to elect Philip Jeffs as the new Charter Board Chair.
Motion: Maricela Garcia

Second: Vanessa Rader

Approved unanimously.

Philip Jeffs called for a vote to approve the Parent Representative Alternates in case a
Parent Representative is unable to fulfill their term.

The alternates are: Raymond Vazquez, Michelle Murdock, Cindy Hinckley:

Motion: Maricela Garcia

Second: Vanessa Rader

Approved unanimously.

Open Public Meeting Requirements — Richard Pater, Executive Director
e The link to the video was sent to the board members prior to the meeting:
https://www.utahcharters.org/training-videos click on Utah Open and Public Meeting Act.
e This meeting and the recording of it is made public.
e There may be a call for a Closed Session which is not made public.
e There must be a quorum of board members to vote on agenda items.

Philip Jeffs called for a vote to approve the minutes from the last official meeting.
Approval of minutes from the June 23, 2023 meeting:
Motion: Philip Jeffs
Second: Maricela Garcia
Approved unanimously.

Finance Report — Tonya Passey, Charter Business Manager
August Financials
e Tonya explained what the finances are — an income statement that shows all of our revenues and
all of the expenses that have happened since the beginning our fiscal year — July 1st and ends
June 30th.
e  Our budget changes in October, January and June (required).



https://www.utahcharters.org/training-videos

GUADALUPE CHARTER SCHOOL
Board Meeting Minutes: September 29, 2023

o The State wants our ending budget to match our actual expenses.

e The Charter Board will vote in a new budget more than once a fiscal year we like to keep the
board up to date.

e Our finances are always audited by our firm, currently Eide Bailly.

o We keep a benchmark for the time of year we are in so that we can measure our revenue and
expenses.

e As of the end of August, our revenues are $657,000, representing 12% of our overall goal or
projected budget.

e Our numbers are low all year long because we have grants that are reimbursable grants, so we
have to spend the money first and then we invoice and get reimbursed later. We file them once a
quarter and can run behind about 3-4 months.

o We are at 11% of our benchmark for expenses.

e Enroliment as of August 31st is 288.

Audit Review
e Because we use public funding, we are required to have a financial audit every fiscal year.
o We start preparation for the audit after June 30th. We have one month to prepare.
o The Board will be presented the numbers to approve before it is turned in to the state.

Introduction to Vice Principal and Principal — Richard Pater, Executive Director
e Our former Principal, Katina Santamaria, resigned.
e Our former Vice Principal accepted a promotion to become the Principal — Marnie Bertoch.
e The new Vice Principal is Shaunna Hebertson Valdez, was formerly an Instructional Coach for
Granite School District.
o She was also the Title | Coordinator of her school and has a Social Work license as well
as an Administration degree.
o She will be focusing on instruction with the students and the teachers and making sure
that we are meeting our goals.
o Working as a team with the Principal on student behavior.
e Marnie Bertoch came from the Granite School District as well and was in their Administration.
o She was a specialist in schools like Guadalupe School.

Charter School — Marnie Bertoch, Principal
Score Card
o We will be doing Progress Monitoring every week — listening to the students read and see how
they are working toward their school goals.

o We do this to make sure that we are meeting the State’s benchmarks that are put out 3
times a year.

o This is done in Reading, Writing and Math.

e Professional Development is the training for teachers that helps them improve their skills and
then in turn helps student growth.

o Using the Teacher Clarity Playbook.

o All the new teachers will be trained in LETRS, State program for early literacy. Starting
this month.

o We are providing more training for our Para Educators, involving them in the PLC’s
(Professional Learning Committees) which are with the Principal, Vice Principal, teacher,
para educators and every three weeks with a reading interventionist and once a month
with the Special Education Director.

e CSl Update (Comprehensive School Improvement Plan):

o 1stgoalis to increase ELA (English Language Arts) RISE proficiency by 5%.

o 2" goal is to decrease minor incidents in behavior.

o We made our 61% literacy goal for the State this year.



GUADALUPE CHARTER SCHOOL
Board Meeting Minutes: September 29, 2023

o Attendance is up to 93%.
The Special Education Policy
e The policy was updated, mostly post-COVID items. This was sent out to everyone to review.

Approval of updated Special Education Policies and Procedures:
Motion: Vanessa Rader

Second: Maricela Garcia

Approved unanimously.

School Land Trust Council
e We receive funds from the School Land Trust every year and we vote how the money is used
which has been done for this year.
e We now need to vote on the council members.
e The Charter Board members act as that council.

Approval of active members of the Guadalupe Charter School Board also serve as the
School Land Trust Council members:

Motion: Maricela Garcia

Second: Philip Jeffs

Approved unanimously.

We will have Dr. Katrina Herd, Director of the Early Learning Center make her presentation next week,
she was unable to attend today’s meeting. Please see her Score Card in the online attachments.
e We are working to prepare Pre School students to the Charter School and Charter Board
because we want them to transition smoothly into Kindergarten. This is why we have Dr. Herd
come and present to us 2 or 3 times a year.

Board Member Goals Review — Philip Jeffs, Board Chair
e Board members will attend at least 80% of meetings.
¢ Insure the organization works towards academic and fiscal compliance with all state and federal
guidelines.
o 100% of Staff will receive and participate in professional development.
e Insure the organization works toward at least one year’s worth of academic growth for each
student.

Philip Jeffs had each person in the room and online introduce themselves.
Meeting adjourned at 9:49am.

Next Meeting: October 27th from 8:30-9:30am.

Submitted by Colleen Baum.



Guadalupe School Monthly Scorecard Update:
Preschool - September 2023

Actions Required by the Board (Indicate for Awareness, Feedback Sought or Decision Required): Awareness

Core Program Themes Key Progress Made Since Last Scorecard Update
Theme 1: Professional Development Theme 1:
e Guadalupe ELC teachers continually e Play to Learn & Book Study first take-aways

develop as quality preschool teachers as o “Moreover, you need energy to take full advantage of your
internal riches- your passions, your sense of humor, your

evidenced by their knowledge and . - )

o . j ] curiosity and creativity, your knowledge and skills, your
application of best practices in daily willingness and flexibility, to change and grow.” Dombro, Jablon,
instruction. & Stetson, (2020). Powerful Interactions.

o “We could have a million workshops talking about things you can
do in the classroom... but when you really experience it, you
feel it and remember it. You have to connect with it personally.”
Bush, Nell, & Drew (2013). From Play to Practice.

Theme 2: Program Quality
e Guadalupe ELC classrooms provide the Theme 2:

highest quality learning environment for ® NAEYC accreditation
I d id db Why: A nationally-recognized indicator of the quality of our
all students as evidence y ECERS-3 programs; Accreditation aligns directly with ECERS-3 indicators.

evaluations. o Direct correlation between accredited programs and greater
readiness and success in school, increased educational
attainment rates, and overall healthier lifestyles

o Other accredited programs in our area:

m Neighborhood House

SLCC Eccles Lab School

Rowland Hall

All U of U care programs

Jewish Community Center ECC

Theme 3: Kindergarten Ready

|
|
e Guadalupe ELC students participate in :
preschool classes that prepare children
for success in kindergarten as evidenced Iheme 3:
by student growth using the SRI-BA and ® BOY scores for PK-3 and PK-4: See page 2

PEEP assessment tools.

Next Month’s Goals/Deliverables

Theme 1:

¢ Report further on Play to Learn
book study and observed
application of concepts learned
in classrooms

Theme 2:

e Report on NAEYC accreditation
progress and identified target
areas for improvement

Theme 3:

* Report on ongoing formative
assessments

¢ Report on how formative
assessments are used in weekly
lesson plans and intentional free
play to guide instructional
practices

Dr. Katrina Herd E-Mail: katrina.herd@guadschool.org Telephone: 801-531-6100



Guadalupe School Monthly Scorecard Update:
Preschool - September 2023

Other Notable Progress/Items for Awareness

Current Enrollment

Story of Success

Age Group | Entered | Exited Current
PreK 3 YO 53 7 46 (waitlist)
(half day)

PreK 4YO 74 8 66 (waitlist)
(half and full day)
ALL 127 15 112

*2 registrations pending

BOY SRI-BA; PEEP

We kicked off National Hispanic Heritage Month at preschool
on September 14th. Preschool and toddler students were
invited to dress up in cultural attire. This event highlighted
how important cultural influences are in child development.
Culture influences development from the moment a child is
born, making an impact on each individual as they grow.

Celebrating culture enables families to build family values,
promote language and literacy, and supports young children
in gaining an understanding of themselves as individuals and
members of society.

4YO beginning of year scores reflect 1% of students are at benchmark in all ELA skills & 14% of

students are at benchmark in all Numeracy skills.

e 4YO ELA strengths: 60% of students proficient in own name writing, 55% proficient in blending syllables
e 4YO ELA areas for focus: initial sound & print concepts

e 4YO NUM strengths: 83% of students proficient in counting with correspondence

¢ 4YO NUM focus: Numeral identification

3YO SRI-BA scores reflect 17.5% of students are at benchmark in all ELA skills & 35% of students
are at benchmark in all Numeracy skills.

¢ 3YO ELA strengths: 58% of students proficient in oral language

« 3YO ELA areas for focus: Letter identification

« 3YO NUM strengths: 63% of students proficient in numeral identification

¢ 3YO NUM focus: Ordinal counting

MOY SRI-BA; curriculum fools

EOY SRI-BA; PEEP

Dr. Katrina Herd

E-Mail: katrina.herd@guadschool.org Telephone: 801-531-6100




GUADALUPE CHARTER SCHOOL

3:31PM
10/20/2023

INCOME STATEMENT
As of the month ending: 9/30/2023 % of year 25%
% of YID to $ Variance
$ Variance YTD to Approved Forecast to % of Forecast to

Approved Budget YTD Approved Budget Budget Year End Forecast Approved Budget Approved budget
Revenues
Fundraising
Foundations $ 35,000 $ 5,000 $ (30,000) 14% $ 35,000 $ - 100.00%
Corporations $ - $ - $ - N/A $ - $ - N/A
Individuals $ 500 $ 1,665 $ 1,165 333% $ 500 $ - 100.00%
New Money/Agency $ 300,000 $ - $ (300,000) 0% $ 300,000 $ - 100.00%
Non-Profit $ - $ - $ - N/A $ - $ - N/A
Miscellaneous $ - $ - $ - N/A $ - $ - N/A
Special Events $ - $ - $ - N/A $ - $ - N/A
Total Fundraising $ 335,500 3 6,665 $ (328,835) 2% $ 335,500 3 - 100.00%
Contracts and Funding
Restricted Balance - Beginning $ 559,466 $ - $ (559,466) 0% $ 559,466 $ - 100.00%
Local Funds $ 6,000 $ 4,233 $ (1,767) 1% $ 6,000 $ - 100.00%
State Funds $ 3,211,012 $ 762,031 $ (2,448,980) 24% $ 3,211,012 $ - 100.00%
Federal Funds $ 1,158,135 $ 198,344 $ (959,791) 17% $ 1,158,135 $ - 100.00%
Contracts $ - $ - $ - N/A $ - $ - N/A
Other Funding Sources $ - $ - $ - N/A $ - $ - N/A
Restricted Balance - Ending $ (9,076) $ - $ 9,076 0% $ (9,076) $ - 100.00%
Total Contracts and
Funding $ 4,925,536 3 964,608 $ (3,960,928) 20% $ 4,925,536 3 - 100.00%
Other Revenues
Endowment & Investment $ B $ _ $ _ N/A $ B $ B N/A
Friends of Guadalupe $ - $ - $ - N/A $ - $ - N/A
Guadalupe Holding
Company $ - $ - $ - N/A $ - $ - N/A
Total Other $ - $ - $ - N/A $ - $ - N/A
Total Revenue $ 5,261,036 $ 971,273 $ (4,289,763) 18% 3 5,261,036 3 - 100%
Expenditures
Salaries $ 3,253,165 $ 599,887 $ (2,653,278) 18% $ 3,253,165 $ - 100.00%
Employee Benefits $ 698,904 $ 153,793 $ (545,111) 22% $ 698,904 $ - 100.00%
Prof. and Technical $ 262,068 $ 41,376 $ (220,692) 16% $ 262,068 $ - 100.00%
Purch Property Serv. $ 559,951 $ 109,404 $ (450,547) 20% $ 559,951 $ - 100.00%
Other Purchased Serv. $ 47,545 $ 9,272 $ (38,273) 20% $ 47,545 $ - 100.00%
Supplies and Materials $ 399,995 $ 122,604 $ (277,391) 31% $ 399,995 $ - 100.00%
Property & Equipment $ 13,000 $ 6,941 $ (6,059) 53% $ 13,000 $ - 100.00%
Other Expenses $ 15,066 $ 4,200 $ (10,866) 28% $ 15,066 $ - 100.00%
Total Expenditures 3 5,249,692 $ 1,047,476 $ (4,202,216) 20% 3 5,249,692 3 - 100%
Net Surplus/Loss $ 11,344 3 (76,203) $ (87,547) 3 11,344
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GUADALUPE CHARTER SCHOOL
INCOME STATEMENT - COMMENTS

As of the month ending: 9/30/2023

REVENUES:

EXPENSES:

Fundraising

Salaries:

Individuals: $1165 School supply drive

Contracts

Benefits:

Local

Interest on savings

State

Professional Services:

New grants:

Purchased Property services:

Supplies:

$ 25.255.00 [Software

Federal

Equipment:

$ 6,000.00 Switch

Dues and Fees

Membership dues

3:31PM
10/20/2023



ENROLLMENT REPORT
As of: As of:
Grade 10/01/2022 9/30/2023 DIFF.
K 50 50 0
1 45 44 (1)
2 47 43 (4)
3 49 43 (6)
4 38 47 9
5 32 36 4
6 25 28 3
Total Students 286 291 5
Special Ed students 19 19 0
Enrollment % Current to 101.75%

October st count

3:31PM
10/20/2023



GUADALUPE CHARTER SCHOOL
INCOME STATEMENT - Proposed Budget 23-24

Revenues
Fundraising
Foundations
Corporations
Individuals

New Money (Agency)
Non-Profit
Miscellaneous

Special Events

Total Fundraising

Contracts and Funding
Restricted Balance - Beginning
Local Funds

State Funds

Federal Funds

Contracts

Other Funding Sources
Restricted Balance - Ending
Total Contracts and Funding

Other Revenues

Endowment & Investment
Friends of Guadalupe
Guadalupe Holding Company
Total Other

Total Revenue

Expenditures

Salaries

Employee Benefits
Prof. and Technical
Purch Property Serv.
Other Purchased Serv.
Supplies and Materials
Property & Equipment
Other Expenses

Total Expenditures

Net Surplus/Loss

$ Variance
Approved budget 23- Proposed Budget 23- Approved to New
24 24 Proposed Budget Comments
REVENUES:
Fundraising
$ 35,000 $ 35,000 $ -
$ - $ - $ -
$ 500 $ 2,165 $ 1,665 [School supply drive
$ 300,000 $ 285,000 $ (15,000)|Placecard reduced due to additional funding opportunities
$ - $ - $ -
$ - $ - $ -
$ - $ - $ -
$ 335,500 3 322,165 $ (13,335)
$ 559,466 $ 678,676 $ 119,210
$ 6,000 $ 9,000 $ 3,000 |Interest on Savings
$ 3,211,012 $ 3,391,635 $ 180,623 |New grants: $95,611; CSI funding: $116,045; Lost OST funding: -$74,883
$ 1,158,135 $ 1,039,160 $ (118,975)|New grants: $126,576; Unused ARP OST FY23 funds: $134,568; Reduced placecard
$ - $ - $ -
$ - $ - $ -
$ (9,076) $ (64,853) $ (55,777)
$ 4,925,537 3 5,053,618 $ 128,081
$ - $ - $ -
$ - $ - $ -
$ - $ - $ -
$ - $ - $ -
3 5,261,037 3 5,375,783 3 114,746
EXPENSES:
$ 3,253,165 $ 3,307,431 $ 54,266 |Increased salaries due to grants
$ 698,904 $ 708,593 $ 9,689 |Associated benefits
$ 262,068 $ 268,938 $ 6,870 [Increased benefits due to grants
$ 559,951 $ 521,053 $ (38,898)|Moving Gas and electricity to Supplies
$ 47,545 $ 44,640 $ (2,905)|Reduced travel, field trips
$ 399,995 $ 485,643 $ 85,648 [Moving Gas and electricity from Purchased Property Services, increased supplies/software due to grants
$ 13,000 $ 15,946 $ 2,946
$ 15,066 $ 14,935 $ (131)
$ 5,249,694 3 5,367,179 3 117,485
3 11,343 3 8,604 3 (2,739)




TSSA Framework 2023-2024

Need Assessment
1. Improve growth results to 55% or above in all ELA, MATH, and SCIENCE to close the achievement

gap for students at Guadalupe.

2. Improve Kindergarten through third grade in reading by increasing Typical or Above Typical growth
to 61% or above

3. Increase the growth and proficiency of English Language Learning.

4, Student Attendance at 95% or above

Student Results
Guadalupe Charter School has a high at-risk population. Many of the students are English language

Learners, from low socio-economic and experienced childhood trauma. It is imperative these
students receive high-quality instruction, and held to high expectations to have positive outcomes
in student growth and proficiency. Guadalupe Charter School is committed to providing smaller
classrooms, more opportunities for small group or individual learning and highly trained teachers.
The instructional framework for Guadalupe identifies a high quality instructional cycle that ensures
quality instruction, with engaging lessons, and assessments to monitor and adjust the instruction
to best meet the needs of our students. Professional development for the teachers is an important
element for our students to succeed. Professional learning is identified by the student data and
teacher observations with opportunities to refine the new learning with a literacy/instructional

coach.

Literacy Proficiency
Guadalupe school is dedicated to implementing best practices in the science of reading to reach

the goal of 60% or above typical or above typical progress. Guadalupe school will ensure that all
students are receiving the needed ELA instruction in whole group (class) and small or individual
groups. With this focus in mind, the school has reallocated resources to increase the services
students receive. The school has purchased new literacy supplemental curriculum (UFli, Passport
and 95% group). The new teachers in Kindergarten through third grade are now attending the

LETRS professional development (the professional development focuses on the science of



reading). The school has continued to utilize the reading interventionist to focus only on literacy
small groups in the early grades. These interventionists participate and continue to receive
professional instruction on literacy instruction delivery, especially when working with students
that are well below grade level. A greater impact on the student growth and proficiency is
expected because of the supplemental curriculum to meet identified needs of the students, and

interventionist dedicated to small and individual literacy groups.

English Language Development
Guadalupe School’s first priorities is for students to be fluent in the English language. Eighty

percent of students come from homes that the primary language is not English. It is difficult for
students to learn English and have little support in the home from non-English speaking parents.
Guadalupe School has a dedicated ESL teacher that supports the ELL students. The school has
purchased LexiaEnglish to provide more opportunities for ELL students to learn and practice
speaking and writing in English. A need at Guadalupe is helping ELL students with homework and
reading in English. The After School Program at Guadalupe offers help to ELL students with
homework and reading to ensure success.

Literacy Specialist/Coach
During the 2022-2023, Guadalupe School had the opportunity to have a state-funded literacy coach. The

benefit of this resource shed light on a high area of need at Guadalupe. Teachers were supported in
implementing professional development and taking risks in their instruction that had a positive impact on
student outcomes. Guadalupe School will continue to provide coaching support for the K — 3™ grade
teachers. This support will be in literacy instruction, assessment and data analyzes as well as providing

training to improve literacy instruction as new research is identified.

As the school meets these needs for our students, the goals will adapt to the growth and
proficiency of the students in all areas. All factors are intertwined to provide support to the
faculty in knowing, understanding, and delivering well-developed lessons to all students,
regardless of ability. Funds from this grant and other grants work in conjunction to create a
framework for the success of the student. Discussed here are outlined needs of the students

overall and what it will take to reach the desired outcomes.
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Guadalupe Charter School

— September 2023 -24

demonstrated throughout
the year through progress
monitoring and
benchmarks. Guadalupe
teachers are committed to
progress monitoring using
Acadience and RISE
benchmarks.

Students proficiency and
growth will be discussed in
professional learning

communities.

Guadalupe goal: students

will average 1 to 1 /2 years

progress in each grade in
reading and math.

Teachers and
Paraprofessionals will meet
personal performance
goals through scheduled
professional development,
individualized plans, and
mentoring programs.

Principal Marnie Bertoch
X %
Theme 1 Theme 2 Theme 3
STUDENT GROWTH PROFESSIONAL ATTENDANCE
Growth will be DEVELOPMENT

Parents and families will
follow the Attendance
Policy and ensure students
are to school daily,
measured to 95%
attendance rate.

Awareness
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AR Guadalupe Charter School — September 2023 -24

Principal Marnie Bertoch
X %

Guadalupe Charter will increase ELA RISE proficiency by 5% with an average
grade level -scaled score of ten points by the 2024 end of level RISE assessment.

Guadalupe Charter will increase students’ fluency by focusing on accuracy by 5%
increase.

Guadalupe Charter will decrease minor incidents school -wide by twenty -five
percent for the next two school years to be met by June 01, 2025.

Awareness
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AR Guadalupe Charter School — September 2023 -24

Principal Marnie Bertoch

o | Theme 1: Student Growth

Guadalupe Charter will increase ELA RISE proficiency by 5% with an average grade level -
scaled score of ten points by the 2024 end of level RISE assessment.

Guadalupe Charter will increase students’ fluency by focusing on accuracy by 5% increase.

- ELA benchmarks - this week was the first benchmark. The data is showing 61% of the students
are making progress towards proficiency.

Acadience Beginning of the year data:

Awareness
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e Guadalupe Charter School — September 2023 -24
Principal Marnie Bertoch
@ | Theme 2: Professional Growth
Teachers
Grades K - 6th teachers are part of a year  -long book study. We will be using the book, “ The Teacher
Clarity Playbook,” by Fisher and Frey. The professional development will include in -person training

during staff meetings and PLCs, coaching and month goals to implement in classrooms and in
instructional planning.

New teachers will start LETRS this month.

We have identified, as an academic team, 5 instructional high leverage practices. Teachers will be
trained in these strategies to increase student success. ( Guadalupe MTSS Framework )
e Teacher Clarity (covers planning, explicit instruction, assessment practices and best practices
in assessments)
Scaffolding to better support ML students
Active Student Engagement
Vocabulary
Academic Conversations
Feedback
Questioning

Awareness



https://docs.google.com/document/d/1HdPpLJLkbXayivUztcrJSR1rRYcMH1jC-yGI-Rz-gdU/edit?usp=sharing
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Theme 2: Professional Growth

Paraprofessionals

Grades K - 6th paraprofessionals have been trained in 95% to support interventionists with Tier 2
small groups. Teachers are working on stating and displaying learning intentions.

Teacher Mentors are starting learning walks to support new teachers.

Awareness
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Theme 3 Attendance

Overall attendance K - 6th grades, from 8/21/23 to 10/19/23, was 91.74%.

This year we are providing incentives for students to be at school.

e Attendance Awareness Month - great posters and kick off at the beginning of October

e Monthly Perfect Attendance Free Dress- October 20th

o 153 students received a free dress pass

Awareness
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Theme 3 Attendance

The school culture is important when it come to attendance. As a staff, we are working
to provide a safe and inclusive environment that includes:

e Monthly recognition of students, related to the Grad of Guad Characteristics.
o Wisdom students were selected and honored. with lunch with the principal. We
had our first “principal of the day” ! It was a great success!
e Building a culture that is evident in the school.

o Legacy Hallway - we have pictures of the graduates of Guadalupe. These
pictures will be introduced at the November Assembly and placed in the
hallway.

Awareness
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@ | Next month Goals/Deliverables
Theme 1 Theme 2 Theme 3
STUDENT GROWTH PROFESSIONAL ATTENDANCE
DEVELOPMENT
Continue with Focus on Teacher Clarity to Review data to
implementing small groups. improve lesson planning. understand what is
working

Focusing on improving Tier
1 instruction.

New structure in PLCs to
monitor student growth

N _ Make adjustments
Academic Discussions

Active Student
Engagement

Awareness




3221 Guadalupe Agency Data Governance Plan

PURPOSE

Data governance is an organizational approach to data and information management that is formalized as a set of
policies and procedures that encompass the full life cycle of data; from acquisition, to use, to disposal. Guadalupe
School takes seriously its moral and legal responsibility to protect student privacy and ensure data security. Utah’s
Student Data Protection Act (SDPA), U.C.A §53A-1-1401 requires that Guadalupe Agency Board of Directors create and
implement a policy titled ‘Data Governance Plan’.

SCOPE AND APPLICABILITY

Guadalupe Agency (Agency) Data Governance Plan (Plan) is applicable to all employees, temporary employees, and
contractors of the Agency, including those at Guadalupe School. The Plan is used to assess agreements made to
disclose data to third-parties, assess the risk of conducting business, and to ensure only authorized disclosure of
confidential information. The Agency governing board will review and adjusted its Plan on an annual basis or more
frequently, as needed. The following 8 subsections provide data governance policies and processes:

Data Advisory Groups

Non-Disclosure Assurances for Employees

Data Security and Privacy Training for Employees
Data Disclosure

Data Breach

Record Retention and Expungement

Data Quality

8. Transparency

Nk WD =

Furthermore, this Plan works in conjunction with the Agency Information Security Policy, which:

e Designates Guadalupe School as the steward for all confidential information for students in grades K -
6.

e Designates Data Stewards access for all confidential information.

e Requires Data Stewards to maintain a record of all confidential information that they are responsible
for.

e Requires Data Stewards to manage confidential information according to this Plan and all other
applicable policies, standards, and plans.

e Complies with all legal, regulatory, and contractual obligations regarding privacy of Agency data. Where such
requirements exceed the specific stipulation of this Plan, the legal, regulatory, or contractual obligation shall
take precedence.

e Provides the authority to design, implement, and maintain privacy procedures meeting Agency standards
concerning the privacy of data in motion, at rest, and processed by related information systems.

e Ensures that all Agency and Guadalupe School governing board members, employees, contractors, and
volunteers comply with the policy and undergo annual privacy training.

e Provides policies and process for

e Systems administration,

e Network security,

e Application security,

e Endpoint, server, and device security

e |dentity, authentication, and access management,



e Data protection and cryptography,

e Monitoring, vulnerability, and patch management,

e High availability, disaster recovery, and physical protection,
e Incident Responses,

e Acquisition and asset management, and

e Policy, audit, e-discovery, and training.

DATA ADVISORY GROUPS

Structure & Membership
The Agency has a data advisory team, which consists of Agency leadership who have responsibility for
providing data to internal and external stakeholders as indicated by the Executive Director.

Individual and Group Responsibilities
The following tables outline individual staff and advisory group responsibilities.

Role Responsibilities

1. May authorize and manage the sharing of personally identifiable student data,

from a cumulative record, to internal and external stakeholders;

2. Act as the primary local point of contact for the state student data officer;

3. May share personally identifiable student data that are:

of a student with the student and the student's parent,

required by state or federal law,

in an aggregate form with appropriate data redaction techniques applied,

for a school official,

Guadalupe for an authorized caseworker or other representative of the Department of

School Student Human Services or the Juvenile Court,

Data Manager f. in response to a subpoena issued by a court,

g. directory information, and
h. submitted data requests from external researchers or evaluators;

4. May not share personally identifiable student data for the purpose of external

research or evaluation;

5. Create and maintain a list of school staff who have access to personally

identifiable student data; and

6. Ensure annual training on data privacy during contract week to all staff and

volunteers and document names, roles, date, time, location, and agenda.

1. Act as the primary point of contact for state student data security administration in assisting the

USBE to administer this part;

2. Ensure compliance with security systems laws throughout the public education system,

including:

IT Systems a. providing training and support to applicable Guadalupe School employees; and
Security b. producing resource materials, model plans, and model forms for Agency systems security;
Manager Investigate complaints of alleged violations of systems breaches; and

4. Provide an annual report to the Agency governing board on Guadalupe

School’s systems security needs

o0 o
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1. Act as the primary point of contact for external research questions; and
Executive 2. Direct staff who provide reports for internal stakeholders
Director

EMPLOYEE NON-DISCLOSURE ASSURANCES

Employee non-disclosure assurances are intended to minimize the risk of human error and misuse of information.

Scope

All Agency and Guadalupe School governing board members, employees, contractors, and volunteers must sign and
follow the Employee Non-Disclosure Agreement (See Appendix A), which describes the permissible uses of Agency and
state technology and information.

Non-Compliance

Non-compliance will result in consequences up to and including removal of access to the Agency network; if this access
is required for employment, employees and contractors may be subject to dismissal.

Non-Disclosure Assurances

All student data collected ad utilized by the Agency is protected as defined by the Family Educational Rights and Privacy
Act (FERPA) and Utah statute. This section outlines the way Agency staff utilizes data and protects personally
identifiable and confidential information. A signed agreement form is required from all Agency staff to verify
agreement to adhere to/abide by these practices and will be maintained in Human Resources. All Agency employees
and contractors will:

1. Complete a Security and Privacy Fundamentals Training.

2. Consult with the Executive Director and Principal when creating or disseminating reports containing data.
3. Use password-protected, authorized computers when accessing any student-level or staff-level records.
4. NOT share passwords for personal computers or data systems with anyone.

5. Log out of any data system and close the browser after each use.

6. Store sensitive data on appropriate-secured location. Unsecured access and removable storage media, or
personally owned computers or devices, are not deemed appropriate for storage of sensitive, confidential, or
student data.

7. Keep printed reports with personally identifiable information in a locked location while unattended, and use
the secure document destruction service provided when disposing of such records.

8. NOT share personally identifying data during public presentations.

9. Redact any personally identifiable information when sharing sample reports with general audiences found in
Appendix B (Protecting Pll in Public Reporting).

10. Take steps to avoid disclosure of personally identifiable information in reports, such as aggregating, data
suppression, rounding, recoding, blurring, perturbation, etc.

11. Delete files containing sensitive data after using them on computers, or move them to secured servers or
personal folders accessible only by authorized parties.



12. NOT use email to send screenshots, text, or attachments that contain personally identifiable or other sensitive
information. If users receive an email containing such information, they will delete the screenshots/text when
forwarding or replying to these messages. If there is any doubt about the sensitivity of the data the Student
Data Privacy Manager should be consulted.

13. NOT transmit student/staff-level data externally unless expressly authorized by the Executive Director and then
only transmit data via approved methods.

14. Limit use of individual data to the purposes which have been authorized within the scope of job responsibilities.

Data security and privacy training

Guadalupe School provides training for all Agency staff, including volunteers, contractors, and temporary employees
with access to student educational data or confidential educator records, to minimize the risk of human error and
misuse of information. Training is provided during contract week and attendees must sign the Acceptable use
agreement and Non-disclosure assurances upon completion to receive access to the Agency network and technology.
The Guadalupe School Student Data Manager records the names and roles of attendees, as well as the date, time,
location, and agenda from the training.

Data disclosure

Purpose

Providing data to persons and entities outside of the Agency increases transparency, promotes education in Utah, and
increases knowledge about Utah public education. This section establishes the protocols and procedures for sharing
data maintained by the Agency. It is intended to be consistent with the disclosure provisions of the federal Family
Educational Rights and Privacy Act (FERPA), 20 U.S.C. 1232g, 34 CFR Part 99 and Utah’s Student Data Protection Act
(SDPA), U.C.A §53A-1-1401.

Procedures for disclosure of Personally Identifiable Information (Pll)

Student or Student’s Parent/Guardian Access

In accordance with FERPA regulations 20 U.S.C. § 1232g (a) (1) (A) (B) (C) and (D), the Agency programs and Guadalupe
School will provide parents with access to their student’s education records, or an eligible student access to his or her
own education records (excluding information on other students, the financial records of parents, and confidential
letters of recommendation if the student has waived the right to access), within 30 days of receiving an official request.
The Agency programs and Guadalupe School is not required to provide data that it does not maintain, nor create
education records in response to an eligible student's request.

Third Party Vendor

Third party vendors may have access to students’ personally identifiable information if the vendor is designated as a
“school official” as defined in FERPA, 34 CFR §§ 99.31(a)(1) and 99.7(a)(3)(iii). A school official may include parties such
as: professors, instructors, administrators, health staff, counselors, attorneys, clerical staff, trustees, members of
committees and disciplinary boards, and a contractor, consultant, volunteer, or other party to whom the school has
outsourced institutional services or functions.

All third-party vendors must be compliant with Utah’s Student Data Protection Act (SDPA), U.C.A §53A-1-1401. Vendors
determined not to be compliant may not be allowed to enter into future contracts with Agency programs or Guadalupe
School without third-party verification that they are compliant with federal and state law and board rule.



Governmental Agency Requests

Agency programs and Guadalupe School may not disclose personally identifiable information of students to external
persons or organizations to conduct research or evaluation that is not directly related to a state or federal program reporting
requirement, audit, or evaluation. The requesting governmental agency must provide evidence of the federal or state
requirements to share data in order to satisfy FERPA disclosure exceptions to data without consent in the case of a
federal or state (a) reporting requirement, (b) audit, or (c) evaluation.

The Executive Director will ensure the proper data disclosure avoidance are included if necessary. An Interagency
Agreement must be reviewed by the Executive Director and must include “FERPA-Student Level Data Protection
Standard Terms and Conditions or Required Attachment Language.”

Procedure for External disclosure of Non-PlI

The Agency may consider external data requests from individuals or organizations that are not intending on conducting
external research or are not fulfilling a state or federal reporting requirement, audit, or evaluation. The Agency has
three levels of data requests based on risk: Low, Medium, and High. The Executive Director will make final
determinations on classification of student data requests risk level.

Low-Risk Data Request Process
Definition: High-level aggregate data
Examples:

e Enrollment/participation numbers by program
e Percent of students returning to the Agency program or Guadalupe School the subsequent year

Process: Requester completes external research form and submits it to the Executive Director’s Office.

Medium-Risk Data Request Process

Definition: Aggregate data, but because of potentially low n-sizes, the data must have disclosure avoidance
methods applied

Examples:

e Enrollment/participation numbers by program and grade/age
e Percent of third-graders scoring proficient on the SAGE ELA assessment
e Child Nutrition Program Free or Reduced Lunch percentages

Process: Requester completes external research form and submits it to the Executive Director’s Office.

High-Risk Data Request Process
Definition: Student-level data that are de-identified.

Examples:

e De-identified student-level promotion data
e De-identified student-level SAGE ELA assessment scores for grades 3-6.

Process: Requester completes external research form and submits it to the Executive Director’s Office.



Data Disclosure to a Requesting External Researcher or Evaluator
Responsibility: The Executive Director will ensure the proper data are shared with external researcher or evaluator to
comply with federal, state, and board rules.

The Agency may not disclose Pll of students to external persons or organizations to conduct research or evaluation that
is not directly related to a state or federal program audit or evaluation. Data that do not disclose Pll may be shared with
external researchers or evaluators for projects unrelated to federal or state requirements if:

1. The Agency sponsors an external researcher or evaluator request.
Student data are not PII and are de-identified through disclosure avoidance techniques and other
pertinent techniques as determined by the Executive Director.

3. Researchers and evaluators supply the Agency a copy of any publication or presentation that uses
Agency data 10 business days prior to any publication or presentation.

Process: Requester completes external research form and submits it to the Executive Director’s Office.

Data breach

Purpose

Establishing a plan for responding to a data breach, complete with clearly defined roles and responsibilities, will
promote better response coordination and help educational organizations shorten their incident response time.
Prompt response is essential for minimizing the risk of any further data loss and, therefore, plays an important role in
mitigating any negative consequences of the breach, including potential harm to affected individuals.

Procedures

The Agency follows industry best practices to protect information and data. In the event of a data breach or
inadvertent disclosure of Pll, Agency staff will follow industry best practices outlined in the Agency IT Security Policy for
responding to the breach. Further, the Agency follows best practices for notifying affected parties, including students,
in the case of an adult student, or parents or legal guardians, if the student is not an adult student.

Concerns about security breaches must be reported immediately to the IT security manager who will collaborate with
appropriate members of the data advisory team to determine whether a security breach has occurred. If the Agency
data advisory team determines that one or more employees or contracted partners have substantially failed to comply
with Agency IT Security Policy and relevant privacy policies, they will identify appropriate consequences, which may
include termination of employment or a contract and further legal action. Concerns about security breaches that
involve the IT Security Manager must be reported immediately to the Executive Director.

The Agency will provide and periodically update, in keeping with industry best practices, resources for staff,
contractors, and volunteers in preparing for and responding to a security breach.

Record retention and expungement

Purpose
Records retention and expungement policies promote efficient management of records, preservation of records of
enduring value, quality access to public information, and data privacy.



Procedure
Agency staff retains and dispose of student records in accordance with Section 63G-2-604, 53A-1-1407, and complies
with active retention schedules for student records per Utah Division of Archive and Record Services.

In accordance with 53A-1-1407, Agency programs and Guadalupe School will expunge student data that is stored upon
request of the student if the student is at least 23 years old. Agency programs and Guadalupe School may expunge
medical records and behavioral test assessments. Agency programs and Guadalupe School will not expunge student
records of grades, transcripts, a record of the student’s enrollment, or assessment information. Agency program and
Guadalupe School staff will collaborate with Utah State Achieves and Records Services, USBE, and contractors with
expert knowledge in updating data retention schedules.

Agency program and Guadalupe School maintained student-level discipline data will be expunged three years after the
data is no longer needed.

Quality Assurances and Transparency Requirements

Purpose

Data quality is achieved when information is valid for the use to which it is applied, is consistent with other reported
data and users of the data have confidence in and rely upon it. Good data quality does not solely exist with the data
itself, but is also a function of appropriate data interpretation and use and the perceived quality of the data. Thus, true
data quality involves not just those auditing, cleaning and reporting the data, but also data consumers. Data quality at
is addressed in five areas:

Data Governance Structure

The Plan is structured to encourage the effective and appropriate use of educational data. The Plan centers on the idea
that data is the responsibility of all program staff and that data driven decision making is the goal of all data collection,
storage, reporting, and analysis. Data driven decision making guides what data is collected, reported, and analyzed.

Data Requirements and Definitions

Clear and consistent data requirements and definitions are necessary for good data quality. On the data collection side,
the Agency receives training from and regularly communicates with the USBE regarding data requirements and
definitions.

Data Auditing
The data advisory team and Principal perform regular and ad hoc data auditing. They analyze data for anomalies,
investigate the source of the anomalies, and correct the anomalies, as appropriate.

Quality Control Checklist

Checklists have been proven to increase quality (See Appendix C). Therefore, before releasing high-risk data, the
Agency program director and Executive Director must successfully complete the data release checklist in three areas:
reliability, validity and presentation.

Data Transparency

Annually, Guadalupe School will publically post:
e Metadata Dictionary as described in Utah’s Student Data Protection Act (SDPA), U.C.A §53A-1-1401



Appendix to Guadalupe Agency Data Governance Plan

Appendix A. Agency Employee Non-Disclosure Agreement
As an employee of the Guadalupe Agency, | hereby affirm that: (Initial)

| have read the Employee Non-Disclosure Assurances attached to this agreement form and read and reviewed
the Agency’s Data Governance Plan. These assurances address general procedures, data use/sharing, and data
security.

| will abide by the terms of Agency’s Data Governance Plan and corresponding plans, processes, and
procedures;

| grant permission for the manual and electronic collection and retention of security related information,
including but not limited to photographic or videotape images, of your attempts to access the facility and/or
workstations.

Trainings
| have completed Guadalupe Agency’s Data Security and Privacy Fundamentals Training.
Using Guadalupe Agency Data and Reporting Systems

I will use a password-protected computer when accessing data and reporting systems, viewing student/staff
records, and downloading reports.

| will not share or exchange individual passwords, for either personal computer(s) or Agency user accounts,
with anyone.

| will lock or close my computer whenever | leave my computer unattended.

| will only access data in which | have received permission to use in order to fulfill job duties.

| will not attempt to identify individuals with the data, except as is required to fulfill job or volunteer duties.
Handling Sensitive Data

| will keep sensitive data on password-protected, authorized computers.

| will keep any printed files containing personally identifiable information (PII) in a locked location while
unattended.

I will not share student/staff-identifying data during public presentations.
| will delete files containing sensitive data after working with them from my desktop or local computer drives.
Reporting & Data Sharing

| will not disclose, share, or publish any confidential data analysis without the approval of the Executive
Director.

| will take steps to avoid disclosure of Pll in reports, such as aggregating, data suppression, rounding, recoding,
blurring, perturbation, etc.

| will not use email to send screenshots, text, or attachments that contain personally identifiable or other
sensitive information. If | receive an email containing such information, | will delete the screenshots/text when
forwarding or replying to these messages.



I will not transmit student/staff-level data externally unless explicitly authorized by the Executive Director.

| will immediately report any data breaches, suspected data breaches, or any other suspicious activity related to
data access to my supervisor and the Executive Director. Moreover, | acknowledge my role as a public servant
and steward of student/staff information, and affirm that | will handle personal information with care to
prevent disclosure.

Consequences for Non-Compliance

| understand that access to the Agency network and systems can be suspended based on any violation of this
agreement or risk of unauthorized disclosure of confidential information;

| understand that failure to report violation of confidentiality by others is just as serious as my own violation and
may subject me to personnel action, including termination.

Termination of Employment

| agree that upon the cessation of my employment from the Agency, | will not disclose or otherwise
disseminate any confidential or personally identifiable information to anyone without the prior written
permission of the Executive Director.

Print Name:

Signed:

Date:

Appendix B. Protecting PII in Public Reporting

Public education reports offer the challenge of meeting transparency requirements while also meeting legal
requirements to protect each student’s personally identifiable information (PII). Recognizing this, the reporting
requirements state that subgroup disaggregation of the data may not be published if the results would yield
personally identifiable information about an individual student. While the data used by Agency programs and
Guadalupe School is comprehensive, the data made available to the public is masked to avoid unintended
disclosure of PII in reports.

This is done by applying the following statistical method for protecting PII.

1. Underlying counts for groups or subgroups totals are not reported.
2. If areporting group has 1 or more subgroup(s) with 10 or fewer students.
o The results of the subgroup(s) with 10 or fewer students are recoded as “N<10”
o For remaining subgroups within the reporting group
1. For subgroups with 300 or more students, apply the following suppression rules.
1. Values of 99% to 100% are recoded to 299%
2. Values of 0% to 1% are recoded to <1%
2. For subgroups with 100 or more than but less than 300 students, apply the following
suppression rules.
1. Values of 98% to 100% are recoded to 298%
2. Values of 0% to 2% are recoded to <2%
3. For subgroups with 40 or more but less than 100 students, apply the following suppression
rules.
1. Values of 95% to 100% are recoded to 295%
2. Values of 0% to 5% are recoded to <5%
4. For subgroups with 20 or more but less than 40 students, apply the following suppression rules.
1. Values of 90% to 100% are recoded to 290%



2. Values of 0% to 10% are recoded to <10%

3. Recode the percentage in all remaining categories in all groups into intervals as follows
(11-19,20-29,...,80-89)

5. For subgroups with 10 or more but less than 20 students, apply the following suppression rules.

1. Values of 80% to 100% are recoded to 280%

2. Values of 0% to 20% are recoded to <20%

3. Recode the percentage in all remaining categories in all groups into intervals as follows
(20-29,30-39,...,70-79)

Appendix C. Quality Control Checklist

Reliability (results are consistent)

1. Same definitions were used for same or similar data previously reported or it is made very clear in answering
the request how and why different definitions were used

2. Results are consistent with other reported results or conflicting results are identified and an explanation
provided in request as to why is different

3. All data used to answer this particular request was consistently defined (i.e., if teacher data and student data
are reported together, are from the same year/time period)

4. Another Agency employee could reproduce the results using the information provided in the metadata

Validity (results measure what are supposed to measure, data addresses the request)

5. Request was clarified

6. ldentified and included all data owners that would have a stake in the data used

7. Data owners approve of data definitions and business rules used in the request

8. All pertinent business rules were applied

9. Data answers the intent of the request (intent ascertained from clarifying request)

10. Data answers the purpose of the request (audience, use, etc.)

11. Limits of the data are clearly stated

12. Definitions of terms and business rules are outlined so that a typical person can understand what the data
represents

Presentation

13. Is date-stamped

14. Small n-sizes and other privacy issues are appropriately handled

15. Wording, spelling, and grammar are correct

16. Data presentation is well organized and meets the needs of the requester
17. Data is provided in a format appropriate to the request

18. A typical person could not easily misinterpret the presentation of the data



3222 Guadalupe Technology Security Policy

1. Purpose
The purpose of this policy is to ensure the secure use and handling of all Guadalupe Agency (hereinafter “Agency”)
data, computer systems and computer equipment by students, patrons, and employees.

2. Policy

2.1 Technology Security

It is the policy of the Agency to support secure network systems in its programs and Guadalupe School, including
security for all personally identifiable information (hereinafter “Pll”) that is stored on paper or stored digitally on
agency-maintained computers and networks. This policy supports efforts to mitigate threats that may cause harm to
the Agency, its students, or its employees.

The Agency will ensure reasonable efforts will be made to maintain network security. Data loss can be caused by
human error, hardware malfunction, natural disaster, security breach, etc., and may not be preventable.

All persons who are granted access to the Agency network and other technology resources are expected to be careful
and aware of suspicious communications and unauthorized use of Agency devices and the network. When an employee
or other user becomes aware of suspicious activity, s/he is to immediately contact the Agency’s Information Security
Officer with the relevant information.

This policy and procedure also covers third party vendors and contractors that contain or have access to Agency
critically sensitive data. All third-party entities are required to sign the Restriction on Use of Confidential Information
Agreement before accessing Agency systems or receiving information.

It is the policy of the Agency to fully conform with all federal and state privacy and data governance laws, including the
Family Educational Rights and Privacy Act, 20 U.S. Code §1232g and 34 CFR Part 99 (hereinafter “FERPA”), the
Government Records Access and Management Act U.C.A. §62G-2 (hereinafter “GRAMA”), U.C.A. §53A-1-1401 et seq.
and Utah Administrative Code R277-487.

Professional development for staff and students regarding the importance of network security and best practices are
included in Section 3. The procedures associated with this policy are consistent with guidelines provided by cyber
security professionals worldwide and in accordance with Utah Education Network and the Utah State Board of
Education. The Agency supports the development, implementation and ongoing improvements for a robust security
system of hardware and software that is designed to protect the Agency’s data, users, and electronic assets.

3. Procedure

3.1. Definitions:

3.1.1. Access: Directly or indirectly use, attempt to use, instruct, communicate with, cause input to, cause
output from, or otherwise make use of any resources of a computer, computer system, computer network, or
any means of communication with any of them.



3.1.2. Authorization: Having the express or implied consent or permission of the owner, or of the person
authorized by the owner to give consent or permission to access a computer, computer system, or computer
network in a manner not exceeding the consent or permission.

3.1.3. Computer: Any electronic device or communication facility that stores, retrieves, processes, or transmits
data.

3.1.4. Computer system: A set of related, connected or unconnected, devices, software, or other related
computer equipment.

3.1.5. Computer network: The interconnection of communication or telecommunication lines between:
computers; or computers and remote terminals; or the interconnection by wireless technology between:
computers; or computers and remote terminals.

3.1.6. Computer property: Includes electronic impulses, electronically produced data, information, financial
instruments, software, or programs, in either machine or human readable form, any other tangible or
intangible item relating to a computer, computer system, computer network, and copies of any of them.

3.1.7. Confidential: Data, text, or computer property that is protected by a security system that clearly
evidences that the owner or custodian intends that it not be available to others without the owner's or
custodian's permission.

3.1.8. Encryption or encrypted data — The most effective way to achieve data security. To read an encrypted
file, you must have access to a secret key or password that enables you to decrypt it.

3.1.9. Personally Identifiable Information (PIl) - Any data that could potentially identify a specific individual. Any
information that can be used to distinguish one person from another and can be used for de-anonymizing
anonymous data can be considered protected data

3.1.10. Security system: A computer, computer system, network, or computer property that has some form of
access control technology implemented, such as encryption, password protection, other forced authentication,
or access control designed to keep out unauthorized persons.

3.1.11. Sensitive data - Data that contains personally identifiable information.

3.1.12. System level — Access to the system that is considered full administrative access. Includes operating
system access and hosted application access.

3.2. Security Responsibility

3.2.1. The Agency shall appoint an IT Security Officer (hereinafter “ISO”) responsible for overseeing Agency-
wide IT security, to include development of Agency policies and adherence to the standards defined in this
document.



3.3. Training

3.3.1. The Agency, led by the ISO, ensures all Agency employees having access to sensitive information undergo
annual IT security training which emphasizes their personal responsibility for protecting student and employee
information. Training resources will be provided to all Agency employees.

3.3.2. The Agency, led by the ISO, ensures that all students are informed of Cyber Security Awareness.

3.4. Physical Security
3.4.1. Computer Security

3.4.1.1. The Agency’s Data Governance Plan ensures that staff computers are not left unattended and
unlocked, especially when logged into sensitive systems or data including student or employee
information. Automatic log off, locks, and password screen savers are used to enforce this
requirement.

3.4.1.2. The Agency ensures that all equipment that contains sensitive information is secured to deter
theft.

3.4.2. Server/Network Room Security

3.4.2.1. The Agency ensures that server rooms and telecommunication rooms are protected by
appropriate access control which segregates and restricts access from general school or office areas.
Access control is enforced using keys, electronic card readers, or similar method with staff members
having only the access necessary to perform their job functions.

3.4.2.2. Telecommunication rooms only remain unlocked or unsecured when, because of building
design, it is impossible to do otherwise or due to environmental problems that require the door to be
opened.

3.4.3. Contractor access

3.4.3.1. Before any contractor is allowed access to any computer system, server room, or
telecommunication room the contractor must present a company issued identification card, and
his/her access is confirmed directly by the authorized employee who issued the service request.

3.5. Network Security

3.5.1. Network perimeter controls are implemented to regulate traffic moving between trusted internal
(Agency) resources and external, untrusted (Internet) entities. All network transmission of sensitive data should
enforce encryption where technologically feasible.

3.5.2. Network Segmentation



3.5.2.1. The Agency ensures that all untrusted and public access computer networks are separated
from main Agency computer networks and utilize security policies to ensure the integrity of those
computer networks.

3.5.2.2. The Agency utilizes industry standards and current best practices to segment internal computer
networks based on the data they contain. This is done to prevent unauthorized users from accessing
services unrelated to their job duties and minimize potential damage from other compromised
systems.

3.5.3. Wireless Networks

3.5.3.1. No wireless access point shall be installed on The Agency’s computer network that does not
conform to current network standards. Any exceptions to this must be approved by the ISO.

3.5.3.2. The Agency scans for and removes or disables any rogue wireless devices on a regular basis.

3.5.3.3. All wireless access networks conform to current best practices and utilize at minimal WPA
encryption for any connections. Open access networks are not permitted, except on a temporary basis
for events when deemed necessary.

3.5.4. Remote Access

3.5.4.1. The Agency ensures that any remote access with connectivity to the Agency’s internal network
is achieved using the Agency’s centralized VPN service that is protected by multiple factor
authentication systems. Any exception to this policy must be due to a service provider’s technical
requirements and must be approved by the Information Security Officer.

3.6. Access Control
3.6.1. System and application access is granted based upon the least amount of access to data and programs
required by the user in accordance with a business need-to-have requirement.
3.6.2. Authentication
3.6.2.1. The Agency enforces strong password management for employees, students, and contractors.

3.6.2.2. Password Protection

3.6.2.2.1. Passwords must not be shared with anyone. All passwords are to be treated as
sensitive, confidential information.

3.6.2.2.2. Passwords must not be inserted into email messages or other forms of electronic
communication.

3.6.2.2.3. Passwords must not be revealed over the phone to anyone.



3.6.2.2.4. Do not reveal a password on questionnaires or security forms.
3.6.2.2.5. Do not hint at the format of a password (for example, "my family name").

3.6.2.2.6. Any user suspecting that his/her password may have been compromised must report
the incident to the ISO and change all passwords.

3.6.2. Authorization

3.6.2.1. The Agency ensures that user access is limited to only those specific access requirements
necessary to perform their jobs. Where possible, segregation of duties will be utilized to control
authorization access.

3.6.2.2. The Agency ensures that user access is granted and/or terminated upon timely receipt, and
management’s approval, of a documented access request/termination.

3.6.3. Accounting

3.6.3.1. The Agency ensures that audit and log files are maintained for at least ninety days for all critical
security-relevant events such as: invalid logon attempts, changes to the security policy/configuration,
and failed attempts to access objects by unauthorized users, etc.

3.6.4. Administrative Access Controls

3.6.4.1. The Agency limits IT administrator privileges to the minimum number of staff required to
perform these sensitive duties.

3.7. Incident Management

3.7.1. Monitoring and responding to IT related incidents are designed to provide early notification of events
and rapid response and recovery from internal or external network or system attacks.

3.8. Business Continuity

3.8.1. To ensure continuous critical IT services, the Agency will develop a business continuity/disaster recovery
plan appropriate for the size and complexity of Agency IT operations.

3.8.2. The Agency developed and deployed a business continuity plan which includes as a minimum:

e Backup Data: Procedures for performing routine daily/weekly/monthly backups and storing backup
media at a secured location other than the server room or adjacent facilities. As a minimum, backup
media must be stored off-site a reasonably safe distance from the primary server room.

e Secondary Locations: Identify a backup processing location.

e Emergency Procedures: Document a calling tree with emergency actions to include: recovery of backup
data, restoration of processing at the secondary location, and generation of student and employee
listings for ensuring a full head count of all.



3.9. Malicious Software

3.9.1. Server and workstation protection software is deployed to identify and eradicate malicious software
attacks such as viruses, spyware, and malware.

3.9.2. The Agency will install, distribute, and maintain spyware and virus protection software on all Agency-
owned equipment.

3.9.3. The Agency ensures that malicious software protection includes frequent update downloads (minimum
weekly), frequent scanning (minimum weekly), and that malicious software protection is in active state (real
time) on all operating servers/workstations.

3.9.4. The Agency ensures that all security-relevant software patches (workstations and servers) are applied
within thirty days and critical patches shall be applied as soon as possible.

3.9.5. All computers must use the Agency approved anti-virus solution.

3.9.6. Any exceptions to section 3.9 must be approved by the 1SO.

3.10. Internet Content Filtering

3.10.1. In accordance with Federal and State Law, the Agency filters internet traffic for content defined in law
that is deemed harmful to minors.

3.10.2. The Agency acknowledges that technology based filters are not always effective at eliminating harmful
content and due to this, the Agency uses a combination of technological means and supervisory means to
protect students from harmful online content.

3.10.3. In the event that students take devices home, the Agency provides a technology based filtering solution
for those devices. However, the Agency relies on parents to provide the supervision necessary to fully protect
students from accessing harmful online content.

3.10.4. Students are supervised when accessing the internet and using Agency owned devices on school
property.

3.11. Data Privacy

3.11.1. The Agency considers the protection of the data it collects on students, employees, and their families to
be of the utmost importance.

3.11.2. The Agency protects student data in compliance with the Family Educational Rights and Privacy Act, 20
U.S. Code §1232g and 34 CFR Part 99 (“FERPA”), the Government Records Access and Management Act U.C.A.
§62G-2 (“GRAMA”), U.C.A. §53A-1-1401 et seq, 15 U.S. Code §§ 6501-6506 (“COPPA”) and Utah Administrative
Code R277-487 (“Student Data Protection Act”).



3.11.3. The Agency ensures that employee records access is limited to only those individuals who have specific
access requirements necessary to perform their jobs. Where possible, segregation of duties is utilized to control
authorization access.

3.12. Security Audit and Remediation
3.12.1. The Agency performs routine security and privacy audits in congruence with the Agency’s Information
Security Audit Plan.

3.12.2. Agency personnel will develop remediation plans to address identified lapses that conforms with the
Agency’s Information Security Remediation Plan Template.

3.12.3. Employee Disciplinary Actions are in accordance with applicable laws, regulations, and Agency policies.
Any employee found to be in violation of this policy or procedures may be subject to disciplinary action up to
and including termination of employment with the Agency.
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PEACE

[t does not mean to be in a place where
there is no noise, trouble, or hard work.

[t means to be in the midst of those things
and still be calm in your heart.
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DEDICATION

On September 27th, 2006 a gunman entered Platte
Canyon High School in Bailey, Colorado, held seven girls
hostage and ultimately shot and killed Emily Keyes. Dur-
ing the time she was held hostage, Emily sent her par-
ents text messages... “l love you guys” and “l love u
guys. k?”

Emily’s kindness, spirit, fierce joy, and the dignity and
grace that followed this tragic event define the core of
The “I Love U Guys” Foundation. This book is dedicated
to Emily.

FORWARD

The original concept of this program came from recog-
nizing that most school safety plans focused on re-
sponse to individual incidents. Since there is no way to
predict every single type of incident, that method leaves
gaps in response. It is fairly common, after a tragedy, to
hear someone say “I didn’t think that would happen
here,” so the assumption is that there was no response
plan for it.

Many safety plans The Foundation looked at contained
similar actions being used for the various incidents, but
they were called different things. The Standard Response
Protocol was developed with input from many safety
practitioners and is action-based, defining each physical
response. When the actions are practiced and under-
stood, they can be used almost universally for any inci-
dent. This is a life skill that stretches far beyond school.

This book contains guidance on using the actions, as
well as discussions and other considerations when using
The Standard Response Protocol.

ACKNOWLEDGMENTS

The Keyes family is primarily grateful to responders
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Katherine Zocco-Hochhalter for bringing humanity to the
conversation, and to both for sharing their knowledge
and friendship.

STAFF

Need we say more? At the release of this version, The
Foundation employs five people full time, all of whom
bring unique skills, curiosity and intelligence to these ma-
terials, so it’s all hands on deck.

Current Staff:

Allyson Jones, Communications Manager, Carly Posey,
Mission Director, Dan Rector, Emergency Management
Planner, Ellen Stoddard-Keyes, Operations Director, and
John-Michael Keyes, Executive Director

BOARD OF DIRECTORS

Chris Zimmerman, Craig Straw, Dave Bauer, Frank
DeAngelis, Heilit Biehl, James Englert, Louis S. Gonzalez,
Martha Vargas, Murphy Robinson, and Pat Hamilton.
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Whereas many nonprofits have a combative relationship
with their Boards, we have always treasured ours for
their dedication and wisdom.
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We are incredibly grateful to the people who have helped
with the development of the programs. For contributions
to content we are grateful to the following people:

Dr. David Benke (former teacher and former Board
member) for Teacher Guidance;
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Training and Consulting) for content contribution and
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dent Command Guidance;
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cialist, Texas School Safety Center) for content contribu-
tions;

lan Lopez (Director of Safety & Security, Cherry Creek
Schools) for content contribution;

John McDonald (Executive Director, Safety, Security and
Emergency Planning, Jefferson County Public Schools)
for ongoing discussion and input on what'’s really going
on in the world;

Joleen Reefe (City and County of Broomfield Ret.) for
the phrase, “Locks, Lights, Out of Sight”;

Jaclyn Schildkraut (PhD, Associate Professor, Depart-
ment of Criminal Justice, State University of New York at
Oswego) for accuracy and research on drill and guid-
ance;

Heidi Walts (Commander, Northglenn Police Department)
for being the best sister and sister-in-law to John-
Michael and Ellen, and also giving excellent guidance
when they needed it the most.

ADJUNCT INSTRUCTORS

They conduct trainings around the country on a part time
basis, bringing their expertise and knowledge to the ta-
ble. And they bring back information about how we can
improve the programs

Current Adjunct Instructors:
Stacy Avila (Arvada Police Dept. Ret.)
David Benke, retired teacher and former Board member

Kevin Burd (Detective Lieutenant Ret., Priority of Life
Training and Consulting)

Pat Hamilton (Chief Operating Officer, Adams 12 Five
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Chris Zimmerman (Principal, Cimarron Middle School,
Douglas County)

CONTACT INFORMATION
The “l Love U Guys” Foundation can be reached online

at https://iloveuguys.org.
Email: srp@iloveuguys.org

The “I Love U Guys” Foundation
P.O. Box 489, Placitas, NM 87043
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“Tactics are
intel driven.”

What we plan is based on what we know.

“But the environment
dictates tactics.”

But what we do, is based on where we are.

— Deputy Chief A.J. DeAndrea
— Civilian Translation: John-Michael Keyes
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MISSION

The “I Love U Guys” Foundation was created to restore
and protect the joy of youth through educational pro-
grams and positive actions in collaboration with families,
schools, communities, organizations and government
entities.

THE “I LOVE U GUYS” FOUNDATION

On September 27th, 2006 a gunman entered Platte
Canyon High School in Bailey, Colorado, held seven girls
hostage and ultimately shot and killed Emily Keyes. Dur-
ing the time she was held hostage, Emily sent her par-
ents text messages... “l love you guys” and “l love u
guys. k?”

Emily’s kindness, spirit, fierce joy, and the dignity and
grace that followed this tragic event define the core of
The “I Love U Guys” Foundation.

COMMITMENT

There are several things we are committed to. The most
important thing we can do is offer our material at no cost
to schools, districts, departments, agencies and organi-
zations. The reason we are able to continue to provide
this service is due, in part, to the generosity of our
donors and Mission Partners (see Partner with Love on
the website). The “I Love U Guys” Foundation works very
hard to keep our costs down as well as any costs asso-
ciated with our printed materials. Donor and Mission
Partner support allows us to stretch those dollars and
services even more. Your gift, no matter the size, helps
us achieve our mission. Your help makes a difference to
the students, teachers, first responders, and the com-
munities in which we live and work.

WARNINGS AND DISCLAIMER

Every effort has been made to make this book as complete
and accurate as possible, but no warranty or fitness is im-
plied. The information provided is on an “as is” basis.
Please visit our website (https://iloveuguys.org) for the de-
tailed information.

There are some links to resources in this book. In most
PDFs they will be clickable, but The Foundation cannot
guarantee that the actual source is still available at that site.

COPYRIGHTS AND TRADEMARKS

In order to protect the integrity and consistency of The
Standard Response Protocol, The “I Love U Guys”
Foundation exercises all protection under copyright and
trademark. Use of this material is governed by the Terms
of Use (details in the MOU and NOI documents) or a
Commercial Licensing Agreement.

COMMERCIAL LICENSING

Incorporating the SRP into a commercial product, like
software or publication, requires a commercial license.
Please contact The “I Love U Guys” Foundation for more
information and costs.
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ABOUT SRP 2023

Since 2015, The Foundation offered optional classroom
training that included “Hold in your classroom.” In 2017,
The Foundation developed materials for The Standard
Response Protocol Extended (SRP-X) that included the
Hold action.

With SRP 2021, the Hold action was incorporated into
the Standard Response Protocol and the Lockout action
was changed to Secure.

For SRP 2023, there is expanded guidance, the intro-
duction of the “SRP Lockdown Drill,” and new communi-
cations guidance.

Although the SRP 2021 version is still valid, The “l Love
U Guys” Foundation recommends updating to the newer
version as soon as feasible.

As you begin to implement and drill the protocol, keep in
mind that environments are different. What that means is
that we provide you with some tactics. Things we know.
But your school, your agencies, and your environment,
will ultimately dictate what you do.

THE “l LOVE U GUYS” FOUNDATION MOU
Some schools, districts, departments and agencies may
desire a formalized Memorandum of Understanding
(MOU) with The “I Love U Guys” Foundation. For a cur-
rent version of the MOU, please visit iloveuguys.org.

The purpose of an MOU is to define responsibilities of
each party and provide scope, and clarity of expecta-
tions. It affirms agreement of stated protocol by schools,
districts, departments and agencies. It also confirms the
online availability of the Foundation’s materials.

An additional benefit for the Foundation is in seeking
funding. Some private grantors view the MOU as a
demonstration of program effectiveness.

This can be emailed to srp@iloveuguys.org

NOTICE OF INTENT

Another option is to formally notify the Foundation with a
Notice of Intent (NOI). This is a notice that you are re-
viewing the materials but have not adopted them vyet.
This is also available on the website.

At a minimum, schools, districts, departments and agen-
cies that will ultimately incorporate the SRP into their
safety plans and practices should email
srp@iloveuguys.org and let us know.
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FAIR USE POLICY

These materials are for educational and informational
purposes only and may contain copyrighted material the
use of which has not always been specifically authorized
by the copyright owner. In accord with our nonprofit mis-
sion, we are making such material available for the public
good to restore and protect the joy of youth through ed-
ucational programs and positive actions in collaboration
with families, schools, communities, organizations and
government entities.

The "l Love U Guys" Foundation IRS 501(c)3 est. 2006 as-
serts this constitutes a 'fair use' of any such copyrighted
material as provided in Section 107 of the US Copyright
Law. In accordance with Title 17 U.S.C. Section 107, these
materials are distributed without profit to those who have
expressed a prior interest in receiving the included informa-
tion for criticism, comment, news reporting, teaching,
scholarship, education and research.

If you wish to use copyrighted material from this site for
purposes of your own that go beyond fair use, you must
obtain permission from copyright owner.

If your copyrighted material appears in our materials and
you disagree with our assessment that it constitutes 'fair
use,' contact us.

PRIVACY POLICY

When you agree to the Terms of Use by sending an MOU
or NOI, your contact information will be entered into a
database. You will receive notification when there are
updates and/or new materials. You will have the oppor-
tunity to opt-in to receive periodic blog posts and
newsletters via email.

Our Commitment to Program Users: We will not sell,
share or trade names, contact, or personal information
with any other entity, nor send mailings to our donors
on behalf of other organizations. This policy applies to
all information received by The “I Love U Guys” Founda-
tion, both online and offline, as well as any electronic,
written, or oral communications. Please see our web-
site for the full Privacy text.
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TERMS OF USE

Schools, districts, departments, agencies and organiza-
tions may use these materials, at no cost, under the fol-
lowing conditions:

1. Materials are not re-sold

2. Core actions and directives are not modified
2.1. Hold - “In Your Room or Area.”
2.2. Secure - “Get Inside, Lock Outside Doors”
2.3. Lockdown - “Locks, Lights, Out of Sight”
2.4. Evacuate - A Location may be specified
2.5. Shelter - State the Hazard and the Safety
Strategy

3. The Notification of Intent (NOJI) is used when the
materials are being evaluated. A sample NOI can be
downloaded from the website, and is provided to
The “I Love U Guys” Foundation through one of the
following:

3.1. Complete the NOI and email it to
srp@iloveuguys.org
3.2. Send an email to srp@iloveuguys.org

4. The Memorandum of Understating (MOU) is used
when it has been determined that the materials will
be used. A sample MOU can be downloaded from
iloveuguys.org, and is provided to The “l Love U
Guys” Foundation by emailing it to
srp@iloveuguys.org

5. The following modifications to the materials are al-
lowable:;
5.1. Localization of Evacuation events
5.2. Localization of Shelter events
5.3. Addition of organization logo

ONE DEMAND

The protocol also carries an obligation. Kids and teens
are smart. An implicit part of the SRP is that authorities
and school personnel tell students what’s going on.

Certainly, temper it at the elementary school level, but
middle schoolers and older need accurate information for
the greatest survivability, and to minimize panic and as-
sist recovery.

Note: Student training includes preparation for some al-
ternative methods during a tactical response but rein-
forces deference to local law enforcement.

REQUEST FOR COMMENT

The Standard Response Protocol is a synthesis of com-
mon practices in use at a number of districts, depart-
ments and agencies. The evolution of SRP has included
review, comment and suggestion from a number of prac-
titioners. With each version, the SRP is subjected to tac-
tical scrutiny by law enforcement agencies, and opera-
tional review and adoption by schools. Suggestions for
modification can be made via email at

srp_rfc@ iloveuguys.org. Please include contact informa-
tion, district, department or agency, including daytime
phone.
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> STANDARD
RESPONSE PROTOCOL.

INTRODUCTION

This document outlines The Standard Response Proto-
col (SRP) and offers guidance on incorporating this pro-
tocol into a school safety plan for critical incident re-
sponse within individual schools in a school district.

The intent of this document is to provide basic guidance
with respect to local conditions and authorities. The only
mandate presented is that districts, agencies and de-
partments retain the “Terms of Art, which are actions,”
and “Directives” defined by this protocol.

The SRP is not a replacement for any school safety plan
or program. It is simply a classroom response enhance-
ment for critical incidents, designed to provide consis-
tent, clear, shared language and actions among all stu-
dents, staff and first responders.

As a standard, SRP is being adopted by emergency
managers, law enforcement, school and district adminis-
trators and emergency medical services across the
country. Hundreds of agencies have evaluated it and
recommended the SRP to thousands of schools across
the US and Canada.

New materials and updates can be found online at

https://iloveuguys.org/The-Standard-Response-Proto-
col.html#Intro

A CRITICAL LOOK

Be prepared to look at existing plans with a critical eye,
as often they can be described as a “Directive” of a cer-
tain “Term of Art.” For example, conducting a fire drill is
practicing a specific type of evacuation and the actions
performed are similar in all evacuation scenarios. It
makes sense to teach and train broader evacuation
techniques while testing or practicing a more specific
directive, like evacuating to the parking lot due to a fire.

TIME BARRIERS

Time barriers or measures taken beforehand to ‘harden
the structure’ can be an invaluable asset to safety; not
only for staff and students, but also visitors to a campus
who expect a friendly and secure environment.

Time barriers are best described as a physical barrier
that slows down the entry into, or movement through, a
facility. Any additional delay allows trained persons to
take further protective action and gives first responders
more time to arrive.

An example of a time barrier is making the exterior doors
of a building automatically lock, and could include in-
stalling a film on glass door panels to prevent them from
shattering, thereby delaying an intruder’s attempt to
break into the premises.
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THE POWER OF A LOCKED DOOR
Finally, the most powerful time barrier in an active as-
sailant event is a locked classroom door. The Sandy
Hook Advisory Commission Report* says this:

“The testimony and other evidence
presented to the Commission reveals that
there has never been an event in which an
active shooter breached a locked
classroom door.”

In Foundation investigations of past school shootings
where life was lost behind a locked classroom door,
some edge cases were revealed. The perpetrator in the
Red Lake, MN incident gained entry into the classroom
by breaking through the side panel window next to the
“« . classroom door. In the Plat-
SRPisnota . te Canyon hostage incident,
replacement... it’s 1o perpetrator was already
an enhancement to in the room when Jeffco
your existing safety Regional SWAT explosively
plans.” breached the classroom
door. At Marjory Stoneman
Douglas High School, shots were fired through glass
panels in doors, but the perpetrator never entered any
locked classrooms.

BEFORE YOU BEGIN

Districts and schools typically have a comprehensive
safety program established and executed by a dedicated
team of safety or security personnel. That same Safety
Team should be responsible for incorporating the SRP
into the safety plan. Including staff, students and a coun-
selor or nurse on the Safety Team can greatly increase
the buy-in and participation from all campus safety
stakeholders.

If it was not done during the development of the existing
safety plan it is highly encouraged that, while incorporat-
ing the SRP, the safety team establish contact with local
emergency services and law enforcement officials as
they can help ensure safety plans will not conflict with
existing local emergency services protocols.

“FINAL REPORT OF THE SANDY HOOK ADVISORY COMMISSION
Presented to Governor Dannel P Malloy State of Connecticut
March 6, 2015 - Document page 238 - Appendix A-1.1
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LOCKDOWN EVACUATE

HOLD SECURE
THE STANDARD RESPONSE PROTOCOL

A critical ingredient in the safe school recipe is the uni-
form classroom response to an incident at school.
Weather events, fires, accidents, intruders and other
threats to student safety are scenarios that are planned
and trained for by school and district administration and
staff.

Historically, schools have taken a scenario-based ap-
proach to respond to hazards and threats. It's not un-
common to find a stapled sheaf of papers or tabbed
binder in a teacher’s desk that describes a variety of
things that might happen, and the specific response to
each event.

SRP IS ACTION BASED

The Standard Response Protocol is based not on indi-
vidual scenarios but on the response to any given sce-
nario. Like the Incident Command System (ICS), SRP
demands a specific vocabulary but also allows for great
flexibility. The premise is simple: there are five specific
actions that can be performed during an incident. When
communicating these actions, each is followed by a “Di-
rective.” Execution of the action is performed by active
participants, including students, staff, teachers and first
responders.

e Hold is followed by “In your Room or Area. Clear the
Halls” and is the protocol used when the hallways
need to be kept clear of people.

e Secure is followed by “Get Inside, Lock Outside
Doors” and is the protocol used to safeguard students
and staff within the building.

e Lockdown is followed by “Locks, Lights, Out of
Sight” and is the protocol used to secure individual
rooms and keep students quiet and in place.

e Evacuate may be followed by a location, and is the
protocol used to move students and staff from one
location to a different location in or out of the building.

e Shelter is always followed by the hazard and a safety
strategy and is the protocol for group and self-protec-
tion.

These specific actions can act as both a verb and a
noun. If the action is Lockdown, it would be announced
on public address as “Lockdown! Locks, Lights, Out of
Sight.” Communication to local responders would then
be “We are in Lockdown.”
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SHELTER
ACTIONS

Each response has specific student and staff actions.
The Evacuate action might be followed by a location:
“Evacuate to the Bus Zone.” Actions can be chained. For
instance, “Evacuate to Hallway. Shelter for Earthquake.
Drop, Cover and Hold.”

BENEFITS

The benefits of SRP become quickly apparent. By stan-
dardizing the vocabulary, all stakeholders can under-
stand the response and status of the event. For stu-
dents, this provides continuity of expectations and ac-
tions throughout their educational career. For teachers,
this becomes a simpler process to train and drill. For first
responders, the common vocabulary and protocols es-
tablish a greater predictability that persists through the
duration of an incident. Parents can easily understand
the practices and can reinforce the protocol. Additionally,
this protocol enables rapid response determination when
an unforeseen event occurs.

The protocol also allows for a more predictable series of
actions as an event unfolds. An intruder event may start
as a Lockdown, but as the intruder is isolated, first re-
sponders may assist as parts of the school “Evacuate to
a different building,” and later “Evacuate to the bus
zone.”

TACTICAL RESPONSES

SRP also acknowledges that some school incidents in-
volve a tactical response from law enforcement, and
suggests consultation with local law enforcement regard-
ing expectations and actions.

SEQUENCING THE ACTIONS

As you read through the Action Sections, you'll see that
the actions can be sequenced as situations change and
information is gathered. See page 29 for examples of
how this can, and has, been done.
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> STANDARD
RESPONSE PROTOCOL.

CONSIDERATIONS, AND HOW TO BEGIN
This section of the guidance gives references for building
and progressing your Emergency Operations Plan. It de-
fines conditions, actions, responsibilities and other as-
pects of preparing and incorporating The Standard Re-
sponse Protocol within a school or district safety plan.

EMERGENCY OPERATIONS PLAN

To create or review your EOP, a good resource is the
Readiness and Emergency Management for Schools
Technical Assistance Center.

Go to rems.ed.gov. Click the Tools button, and in the
dropdown menu, choose K12 Emergency Management
Virtual Toolkit.

PREREQUISITES:

NIMS AND ICS

In order to coordinate the use of the SRP in district
plans, it is highly recommended that key individuals with-
in the district and those with a role in district/campus
emergency operations, complete the following courses
through FEMA.

1. 18 100.C: Introduction to the Incident Commmand
System

2.1S-700.B: An Introduction to the National Incident
Management System

3. IS 362.A: Multihazard Emergency Planning for
Schools

These courses are available online at no cost on the in-
ternet at http://training.fema.gov. Anticipate one to three
hours per course to successfully achieve certification.
The courses are offered at no charge. Please note: The |
Love U Guys” Foundation is not affiliated with FEMA.
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RESOURCES AND CREATING
RELATIONSHIPS

Throughout this book, you’ll see suggestions to contact
local or regional responders. Whether it's law enforce-
ment, emergency services, the fire department, or your
county emergency manager, communication with these
local resources is essential.

In most areas, schools are the largest population centers
during a school day, so it makes sense to utilize the ad-
vice and services those agencies provide. Additionally,
some county emergency managers are equipped to as-
sist with your safety planning. Some school districts are
able to engage with their regional Department of Home-
land Security for training resources.

Take a look around your county and state and see what’s
available.

If you would like to speak with other schools or districts
prior to utilizing the Standard Response Protocol, contact
The “ | Love U Guys” Foundation at info@iloveuguys.org
and we may be able to connect you with a school or dis-
trict near you that has a similar profile and/or similar chal-
lenges.

TALK TO THE FIRE MARSHAL

It's important to discuss classroom security options and
modifications with local fire authorities. Some will allow a
locked classroom door to be propped open during the
school day, while some will not. Variances in local Fire
Codes and applications will help determine the options
for your schools.

DOORS, LOCKS AND STRESS

A consistent observation by first responders is that hu-
man beings have difficulty completing even routine tasks
when they are under stress. The otherwise simple task of
locking the classroom door may become extremely diffi-
cult for a teacher who has just heard a Lockdown order.
Elevated adrenaline levels may result in the loss of fine
motor skills, which can impede an act as normal as in-
serting a key to lock a door.

If your classroom doors cannot be locked using gross
motor skills from the inside of the classroom, keeping the
classroom doors locked during instruction has proven to
be a time barrier. While this may create an inconvenience
if students are late or need to re-enter the classroom for
other reasons, it provides an essential layer of protection
against intruders.
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STANDARD
RESPONSE PROTOCOL.

WHO STARTS?

For obvious reasons, a person in authority at the school
or district level would have to approve the use of the
SRP. While they may be the authority, however, it’s usual-
ly a security person or someone from the safety team
(Liaison) who actually initiates the process.

If the organization has an MOU with The “I Love U Guys”
Foundation that person is the Authorized Liaison, mean-
ing that we communicate directly with them about up-
dates and new materials.

Either way, the Liaison is the person who organizes and
schedules internal training, puts up posters, and plans
for outward communication. They may engage the dis-
trict communication person to plan messages to educate
parents and the community on the SRP.

MEMORANDA OF UNDERSTANDING
Establishing a Memorandum of Understanding (MOU)
and/or Mutual Aid Agreement (MAA) between respond-
ing agencies and local resources is critical. It is insuffi-
cient to rely on a conversation or handshake between
entities who would respond to an incident or provide
resources during an emergency.

Written agreements such as MOUs and MAAs are impor-
tant to emergency operation plans and should be re-
viewed and updated regularly.

An SRP-focused Sample MOU between a School District
and Law Enforcement/Fire/EMS was created in order to
guide schools in creating effective MOUs with local first
responders. Download it from the SRP section at

https://iloveuguys.org

TRAINING RESOURCES
SRP Training

While the SRP materials may be downloaded and im-
plemented at no cost, The Foundation can provide on-
site or online training for a cost, and has worked with a
number of organizations in providing training workshops.

Send training inquiries to training@iloveuguys.org.
Do-It-Yourself Training

The “I Love U Guys” Foundation also provides a number
of print, video, and presentation materials which can be
downloaded.

It is recommended that a refresher training be conducted
for students and staff in schools at least once during the
school year using the materials. This can be as easy as
showing a 7-minute video. Check https://iloveuguys.org
frequently for new and updated materials.
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WHAT ABOUT PARENTS AND
GUARDIANS?

The Foundation provides informational SRP handouts for
schools to send home or email to parents. These de-
scribe the SRP actions and directives, and also let par-
ents know what they should expect to see and do during
and after an incident.

While it’s important to make sure parents understand this
outward-facing part of your safety plan, finding the best
method to deliver the information can be challenging.
Here are some ways schools communicate the SRP to
parents:

* Back to school events

* Email a link to the parent handout from the school
website twice a year. That can be accompanied by
student lessons on SRP.

* Flyers at parent teacher conferences
A short training on Back to School night

* School Accountability Committee safety procedure
review

* One district we're
aware of publishes a
short magazine peri-
odically to send to
the parents with
school information.
They put in a 2-page
spread on the SRP,
along with articles
about what'’s going
on at the school.
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COMMUNICATION

Every school’s Emergency Operations Plan (EOP) should
contain a section for communicating both internally and
externally during a crisis situation.

In any type of incident, clear and well-planned communi-
cation is essential. Depending on the type of incident,
you might have only minutes to prepare a statement and
communicate it to the appropriate people.

Primarily, give the students and staff as much information
as possible so they can make informed decisions about
their actions. If little is known about the situation, tell
them that.

Communication to parents and guardians is critical as
well. It’s likely that a number of them will show up at the
school no matter what’s going on, so letting them know
what’s happening and what to do is a must.

INCIDENT COMMAND

When your Safety Team is creating an EOP, they’ll in-
clude some level of the Incident Command System (ICS),
which is the hierarchy of authority and responsibilities.
One role in ICS is the Public Information Officer (PIO) and
this role can be used on a daily basis.

Having a Communication Team in your school and/or
district is good practice in order to keep lines of commu-
nication ongoing for everyday events and activities.

Many school districts have a full-time Communication/
PIO supervisor. Within a school, there is usually at least
one person who manages the low-level event and activi-
ty communication along with their primary job.

High-level event information should be as clear, concise,
and complete as possible. Create a policy for protocol
and content for each communication channel to maintain
consistency.

DIRECT COMMUNICATION

It is safe to assume that most schools/districts commu-
nicate regularly with the student families through email.

In an emergency, add alternate methods for communica-
tion such as text and phone, which aren’t used as fre-
quently. Doing so will alert the recipients that this is more
important than daily communication.

Decide which methods of direct communication are the
best fit for your community. This is reliant on your com-
munity’s internet bandwidth, cell phone service and other
preferences. Whatever you choose needs to be reliable,
fast, and reach a high percentage of the community
members.
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MESSAGING

Email, Text, and Auto Dialer

SOCIAL MEDIA CHANNELS

Most school day disruptions don’t require any social me-
dia engagement, but if it is beneficial to alert the com-
munity of an incident, decide which channels are the
best fit for your community. This is reliant on internet
bandwidth, cell phone service and other preferences.
Whatever you choose needs to be reliable, fast, and
reach a high percentage of the community members.
Document who on the Communication Team has access
to update each channel.

The team should pre-script some basic messages that
may be sent out, with blank spaces for details like time
and date. Having these pre-approved and available will
aid the team later if they’re under stress or time con-
straints.

CONTACTS

After determining the best methods to use, decide who
you will need to communicate with in each situation. Cer-
tainly staff and parents, but also students depending on
the age group. Asking parents to keep their contact in-
formation updated is critical. Add responders, dispatch-
ers and media contacts as needed.

TIME

For certain incidents, there are only a few minutes to
prepare. If Law Enforcement or Fire is involved, people
will hear about an incident quickly. Reaching your stake-
holders immediately with any type of message acknowl-
edging the incident is essential. Have some basic mes-
sage formats pre-approved and ready to use.

CONTENT

Not every situation needs immediate text messages and
emails, so it’s important to determine what is warranted
and when. Less urgent situations—a school cancellation
with ample notice, for example —might warrant an email,
mass phone message and website update, whereas an
unexpected early dismissal requires mass phone calls
and text messages to ensure that information is received
quickly.

An initial message can be as simple as stating that
something has happened, and telling stakeholders where
to find updates.

Include only the factual information you have; do not
speculate. The recipients of your outgoing messages
must be able to trust in the validity of the content.

Any situation that requires emergency communication for
an incident will also require a follow-up.
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If the school or district has a web page with information
about what each SRP Action means and what the direc-
tives are, include a link to that page.

Plan on how you will be providing updates if those are
needed, and include a link or reference to that site so
recipients know where to look.

SAMPLE MESSAGING FOR
EACH

SRP ACTION

The following sections contain detailed
instructions and considerations for each of
the Standard Response Protocol Actions.
Each section has sample messaging for that specific
Action, and when and how it can be used.

FREQUENCY

Not all Actions will require an immediate communication
response. For instance, if you anticipate a Hold or Se-
cure taking no longer than 20 minutes, there’s probably
no need to alert anyone. If it looks like it will take longer,
consider sending something out, since the situation has
now become a bigger disruption to the day.

PREPARATION

A tabletop exercise is a start; basically, it’s a brainstorm-
ing session. Your Communication Team can talk through
possible scenarios and formulate messaging accordingly.
Think about what immediate information is necessary,
how to follow up, and who they will need to speak with/
follow to receive trusted updates.

The team should pre-script some basic messages that
may be sent out, with blank spaces for details like time
and date. Having these pre-approved and available will
aid the team later if they’re under stress or time con-
straints.

TWO MINDS

There are different messaging philosophies regarding
how much information is too much information. In some
events, a detailed description of the SRP Action and the
steps taken by the school in response to the event are
warranted. Guidance for this type of communication can
be found under “Messaging to Parents” in the Hold, Se-
cure, Lockdown, Evacuate, and Shelter sections.

For other events, a more generic message may provide
enough information. The goal of the generic message is
to inform the broader community that one of the SRP
Actions was implemented but that no further action is
required on their part. Think of it as a way to put parents,
guardians, and others at ease.
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Alternatively, the generic message can be used immedi-
ately following the protocol activation if details are un-
known. In that case, a statement that “more information
will be sent out via (insert a link to them to click on).”

GENERIC STANDARD RESPONSE
PROTOCOL MESSAGE TO PARENTS
Subject: Safety Notification - [School Name] Activated a
Standard Response Protocol

Dear Parent or Guardian,

Today the Standard Response Protocol was activated at
[School Name] due to [state the reason(s) that you used
the action(s) of the Standard Response Protocol].

The safety and security of your child are our top priority.
Learn more about the Standard Response Protocol at
iloveuguys.org/The-Standard-Response-Protocol.html

Today the Standard Response Protocol was
activated at your students school due to criminal
activity in the area. Students were not impacted
and classes continued as usual.

The safety and security of your child are our top
priority. Learn more about the Standard
Response Protocol at iloveuguys.org
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HOLD

IN YOUR ROOM OR AREA.

There are situations that require students and staff to
remain in their classrooms or stay out of access areas.
For example, an altercation in the hallway may require
keeping students out of the halls until it is resolved. A
medical issue may require only one area to be cleared,
with halls still open in case outside medical assistance is
required.

There may be a need for students who are not in a class-
room to proceed to an area where they can be super-
vised and remain safe.

PUBLIC ADDRESS

The public address for Hold is: “Hold in your room or
area. Clear the Halls.” and is repeated twice each time
the public address is performed. There may be a need to
add directives for students that are not in a classroom, at
lunch, or some other location where they should remain
until the Hold is lifted.

“Hold in your room or area. Clear the Halls.
Hold in your room or area. Clear the Halls.”

An example of a medical emergency would be:

“Students and staff, please Hold in the cafeteria or your
room. We’re attending to a medical situation near the
office.”

When it's been resolved:
“Students and staff, the Hold is released. All clear.

Thank you for your assistance in making this Hold work
smoothly.”

PUBLIC ADDRESS - RELEASE
A Hold Action can be released by Public Address.

“The Hold is released. All Clear.
The Hold is released. All Clear.”

INCIDENT COMMAND SYSTEM

The School Incident Command System should be initiated.
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HOLD

In Your Room or Area

ACTIONS

Students and teachers are to remain in their classroom
or area, even if there is a scheduled class change until
the all-clear is announced.

Students and staff in common areas, like a cafeteria or a
gym, may be asked to remain in those areas or move to
adjoining areas like a locker room.

Students and staff outside of the building should remain
outside unless the administration directs otherwise.

It is suggested that prior to closing the classroom door,
teachers should sweep the hallway for nearby students.
Additionally, teachers should take attendance, note the
time, and conduct classroom activities as usual.

In a high school with an open campus policy, communi-
cate as much detail as possible to students who are
temporarily off-campus.

RESPONSIBILITY

Typically an administrator is responsible for initiating a
Hold. However, anyone should be able to call for a Hold
if they observe something happening that would require
this action.

PREPARATION

Student, teacher, and administrator training.

DRILLS
Hold should be drilled at least once a year, or as man-
dated by state requirements.

CONTINGENCIES

Students are trained that if they are not in a classroom
they may be asked to identify the nearest classroom and
join that class for the duration of the Hold.

EXAMPLES OF HOLD CONDITIONS

The following are some examples of when a school
might initiate a Hold:

e An altercation in a hallway;
e A medical issue that needs attention;

e Unfinished maintenance operation in a common
area during class changes.
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SAMPLE OUTWARD

MESSAGING TO PARENTS

This is a guide for outward messaging after

a Hold action was used in the school. Usu-

ally, it is sent after a Hold is cleared. Howev-

er if the Hold goes on for an extended peri-
od of time or it is happening close to release time, make
sure to let the families know. Have a central digital plat-
form that your public information team can easily update,
and people can go to for information.

Variables in the message are in italic type.
Current Hold during the school day

Email

Subject Line: Safety Notification - Hold Currently Activat-
ed at [School Name]

Dear Parent or Guardian,

[School Name] has been placed in Hold due to [state the
reason for the Hold].

As a precaution, students and staff are asked to remain
in their classrooms in order to keep the hallways empty.
Classroom learning will continue throughout the Hold,
but students will not be able to change classes.

The safety and security of your child is our top priority.
We will continue to monitor the situation and update you
further as soon as we have more information.

Watch for updates here [link to the platform you’ll be up-
dating]

What is a Hold Action? *
Current Hold at the end of the day

Email

Subject Line: Safety Notification - Hold Currently Activat-
ed at [School Name]

Dear Parent or Guardian,

[School Name] has been placed in Hold due to [state the
reason for the Hold].

As a precaution, students and staff are asked to remain
in their classrooms in order to keep the hallways empty.
Classroom learning will continue throughout the Hold,
but students will not be able to leave until the situation is
resolved.

Student dismissal may be delayed for a short time.
Please be patient.

The safety and security of your child is our top priority.
We will continue to monitor the situation and update you
further as soon as we have more information.

Watch for updates here [link to the platform you’ll be up-
dating]

What is a Hold Action? *
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Text Message

[School Name] has been placed in Hold as a precaution.
This situation may impact student dismissal. Please
check your email for more information.

Phone Call

Parents, [School Name] has been placed in Hold due to
[state the reason for the Hold]. As a precaution, we have
placed the school in Hold to keep the halls empty. Stu-
dent dismissal may be delayed for a short time. Please
be patient. We will continue to monitor the situation and
update you further as soon as we have more information.

Notification that a Hold occurred during the day

Email

Subject Line: Safety Notification - Hold Ended at [School
Name]

Dear Parent or Guardian,

[School Name] was placed in Hold from [start time] to
[end time] due to [state the reason for the Hold].

As a precaution, students and staff were asked to remain
in their classrooms in order to keep the hallways empty.
Classroom learning continued throughout the Hold, and
all school operations have returned to normal.

The safety and security of your child is our top priority.
We will continue to keep you informed about important
concerns at our school.

What is a Hold Action? *

* The Hold Action is used when the hallways in the
school need to remain clear. Classroom learning will
still take place as normal during a Hold, but students
may not be able to change classes until after the Hold
has been lifted.

Link to either your website or iloveuguys.org/The-Stan-
dard-Response-Protocol.html for them to learn more.
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SECURE

GET INSIDE, LOCK OUTSIDE DOORS.

The Secure Action is called when there is a threat or
hazard outside of the school building. Whether it's due to
violence or criminal activity in the immediate neighbor-
hood, or a dangerous animal in the playground, Secure
uses the security of the physical facility to act as protec-
tion.

PUBLIC ADDRESS

The public address for Secure is: “Secure! Get Inside.
Lock outside doors” and is repeated twice each time the
public address is performed.

“Secure! Get Inside, Lock outside doors.
Secure! Get Inside, Lock outside doors.”

“Students and staff, the school is currently in the Secure
Action due to [cause] in the neighborhood. No one is
allowed in or out of the building at this time. Stay inside
and continue with your day.”

PUBLIC ADDRESS - RELEASE

A Secure Action can be released by Public Address.

“The Secure is released. All Clear.
The Secure is released. All Clear.”

“Students and staff, the Secure is released. All clear.
Thank you for your assistance with making this Secure
work smoothly.”

ACTIONS
The Secure Action demands bringing people into a se-
cure building and locking all outside access points.

Where possible, classroom activities would continue un-
interrupted. Classes being held outside would return to
the building and, if possible, continue inside the building.

There may be occasions when students expect to be
able to leave the building - end of classes, job commit-
ment, etc. Depending on the condition, this may have to
be delayed until the area is safe.

During the training period, it should be emphasized to
students as well as their parents that they may be incon-
venienced by these directives, but their cooperation is
important to ensure their safety.

ADDING A LIFECYCLE TO THE SECURE
PROTOCOL

As a situation evolves there may be more information
available to guide decision making. With the Secure Pro-
tocol, there is the option to transition from the initial re-
sponse of “No one in or out” to some access control.

Page 18 of 39

SECURE

Get inside Lock Outside Doors

NO ONE IN OR OUT
The initial directive and practice during the Secure Action
is to retain students and staff within the building and pre-
vent entry into the building.

CONTROLLED RELEASE

An unresolved, but not directly evident, situation at the
end of the school day may warrant a Controlled Release.
During a Controlled Release, parents or guardians may
be asked to pick up students rather than have them walk
home. Buses may run as normal, but increased monitor-
ing of the bus area should occur. There may be addition-
al law enforcement presence.

MONITORED ENTRY

When there is a perceived threat but it's not immediate,
entrances may be attended by security or law enforce-
ment and anyone entering the building is more closely
monitored. Students and staff walking between buildings
or going to the parking lot might be escorted with
heightened awareness.

SGHOOL IS SEGURED

MONITORED ENTRY AND CONTROLLED RELEASE

ESCUELA BAJO PROTECCION

ENTRADA VIGILADA Y SALIDA CONTROLADA
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INCIDENT COMMAND SYSTEM

The School Incident Command System should be initiated.

RESPONSIBILITY

During a Secure Action, administration or staff may be
required to lock exterior access points. Staff members
assigned "Primary Responsibility" for a "Secure Zone"
would follow the designated protocol during a drill as
well. These areas may include doorways, windows, load-
ing docks, and fire escape ladder access points. The
assigned staff is designated as having "Secure Duty."

A person should also be assigned "Secondary Respon-
sibility" for Secure Duty in the event the person with Pri-
mary Responsibility is absent or unable to perform the
protocol.

Assign someone to attach the Secure posters outfacing
to building entry doors, alerting potential visitors of the
Secure condition.

REPORTED BY

Secure is typically reported by local emergency dispatch
to the school office. The office staff then invokes the
public address and informs the administration.

It may also be reported by students, staff or teachers if a
threat is directly observed outside of the building.

PREPARATION

Identification of perimeter access points that must be
locked in a Secure Action defines the Perimeter. In the
event a perimeter cannot be secured, identify areas with-
in each building that can be secured.

Secure Zones - areas of a school or campus with exteri-
or access points - should be established and protocols
developed to ensure that those on “Secure Duty” attend
to all areas in their zone.

Preparation includes identification of staff with Primary
and Secondary responsibility and assignment of these
duties.

DRILLS
Secure drills should be performed at least twice a year,
or as mandated by state requirements. At least one
should be performed while outdoor activities are in
progress.

CONTINGENCIES

There may be physical attributes to the campus that
mandate special handling of a Secure Action. An exam-
ple would be a campus where modular buildings are
present. If the modular building cannot be secured, it
may be best for students to Evacuate to the main build-
ing rather than going to Secure in the modular building.
Listen for specific additional directives.

If the school is a distributed campus (multiple permanent
buildings), they will have to consider what their perimeter
is. In a perceived and indirect threat, they may decide
that extra supervision for class changes between build-
ings is sufficient and appropriate.

If during a Secure Action, an additional hazard manifests
(i.e.: fire, flood, hazmat), then additional directives will be
given for the appropriate response.

SRP K12 2023 | Version 4.1 | 06/15/2022

SCHOOL IS SEGURED
NO ONE IN OR OUT

ESCUELA BAJO PROTECCION
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EXAMPLES OF SECURE CONDITIONS
The following are some examples of when a school or
emergency dispatch might call for a Secure Action.

e An unknown or unauthorized person on the
grounds

e Dangerous animal on or near the grounds
e Criminal activity in the area
e Planned police activity in the neighborhood

SECURE AND HOLD

Sometimes people become confused about the differ-
ence between “Secure” and “Hold.” During a Hold, the
halls are cleared, students remain in their classrooms
with their teachers and business continues as usual. If
people are outside, they remain outside. During a Se-
cure, people are brought inside, and all activities inside
the school continue as usual but no one will move in or
out of the building. The main difference is that during a
Secure the halls are open and may be utilized by stu-
dents and staff as needed. People inside the school may
not notice any difference in their daily routines during a
Secure.

Remember, the main difference between the two is that a
Secure is enacted when a threat or hazard is outside of
the school. A Hold is used when there is a need for the
halls to remain empty, meaning the issue is inside the
building. During both instances, classroom instruction
should continue as normal.
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SAMPLE OUTWARD
MESSAGING TO PARENTS

This is a guide for outward messaging
when a Secure Action is used in the
school. Have a central digital platform that
your public information team can easily
update, and people can go to for information.

State in the message if the situation allows for Monitored
Entry and Controlled Release. Variables are in italic type.

Current Secure Action during the school day

Email

Subject Line: Safety Notification - Secure Currently
Activated at [School Name]

Dear Parent or Guardian,

[School Name] has been notified of [state the activity
occurring outside of the building]. As a precaution, we
have placed the school in Secure. During the Secure
Action, all doors are locked and no one can leave or en-
ter the building. [Modify for monitored entry and con-
trolled release]

Watch for updates here [link to the platform you’ll be up-
dating]

What is the Secure Action? *
Current Secure Action at the end of the day

Email

Subject Line: Safety Notification - Secure Currently Acti-
vated at [School Name]

Dear Parent or Guardian,

[School Name] has been notified of [state the activity
occurring outside of the building]. As a precaution, we
have placed the school in Secure. During Secure, all
doors are locked and no one can leave or enter the
building. [Modify for monitored entry and controlled re-
lease]

Students may not be able to leave until the situation is
resolved, and dismissal may be delayed for a short time.
Please be patient.

Watch for updates here [link to the platform you’ll be up-
dating]

What is the Secure Action? *
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Get inside Lock Outside Doors

Text Message

[School Name] is currently in Secure as a precaution.
This situation has the potential to affect student dis-
missal. Please check your email for more information.
Phone Call

Parents, [School Name] has been notified of [state the
activity occurring outside of the building]. As a precau-
tion, we have placed the school in Secure.

Students may not be able to leave until the situation is
resolved, and dismissal may be delayed for a short time.
Please be patient.

Please check your email for more information.
Notification that school was in Secure Action

Email

Subject Line: Safety Notification - Secure Ended at
[School Name]

Dear Parent or Guardian,

Today [School Name] was notified of [state the activity
occurring outside of the building]. As a precaution, we
placed the school in Secure. The Secure status lasted
[state the length of time in Secure]. All school operations
have now returned to normal.

What is the Secure Action? *

* The Secure Action is called when there is a threat or
hazard outside of the school building. Secure uses the
security of the physical facility to act as protection.
During Secure, all students and staff are brought into
the secure building and all exterior doors are locked.
Classes are able to continue uninterrupted inside the
building.

Link to either your website or iloveuguys.org/The-Stan-

dard-Response-Protocol.html for them to learn more.
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LOCKDOWN

LOCKS, LIGHTS, OUT OF SIGHT

Lockdown is called when there is a threat or hazard in-
side the school building. From parental custody disputes
to intruders to an active assailant, Lockdown uses class-
room and school security actions to protect students
and staff from the threat.

PUBLIC ADDRESS

The public address for Lockdown is: “Lockdown! Locks,
Lights, Out of Sight!” and is repeated twice each time the
public address is performed.

“Lockdown! Locks, Lights, Out of Sight!
Lockdown! Locks, Lights, Out of Sight!”

ACTIONS

The Lockdown Action demands locking individual class-
room doors, offices and other securable areas, moving
occupants out of the line of sight of corridor windows,
turning off lights to make the room seem unoccupied,
and having occupants maintain silence.

There is no call to action to lock the building’s exterior
access points. Rather, the protocol advises leaving the
perimeter as is. The reasoning is simple - sending staff to
lock outside doors exposes them to unnecessary risk
and inhibits first responders’ entry into the building. If the
exterior doors are already locked, leave them locked but
do have a conversation with your local responders so
they understand and can gain access during a Lock-
down. The best option is to have the ability to lock and
unlock doors remotely.

Training reinforces the practice of not opening the class-
room door once in Lockdown. No indication of occupan-
cy should be revealed until first responders open the
door.

If the location of the threat is apparent and people do not
have the option to get behind a door, it is appropriate to
self-evacuate away from the threat.

INCIDENT COMMAND SYSTEM

The School Incident Command System should be initiated.

RESPONSIBILITY

The classroom teacher is responsible for implementing
their classroom Lockdown. If it is safe to do so, the
teacher should gather students into the classroom prior
to locking the door. The teacher should lock all class-
room access points and facilitate moving occupants out
of sight.
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REPORTED BY

When there is a life safety threat on campus, a Lock-
down should be immediately initiated by any student or
staff member. Initiating the Lockdown may happen
through various methods, or a combination of methods,
depending on the procedures and alert systems utilized
by each school and district. Lockdown alerts may be
made by word of mouth, phone, radio systems, inter-
com, panic buttons, or more advanced forms of technol-
ogy. Plan the communication method in advance to set
expectations for students and staff. Regardless of the
method(s) of natification, the initiation of a Lockdown
should be consistent, simple and swift, and include im-
mediate notification of school administration and local
law enforcement agencies.

PREPARATION

Identification of classroom access points that must be
locked in the event of a Lockdown is essential prepara-
tion. These may include doorways, windows, loading
docks, and fire escape ladder access points.

A “safe zone” should also be identified within the class-
room that is out of sight of interior windows. Teachers and
students should be trained to not open the classroom
door, leaving a first responder, school safety team member
or school administrator to unlock it.

DRILLS

Lockdown drills should be performed at least twice a
year, or as mandated by state requirements. If possible
one of these drills should be performed with local law
enforcement personnel participation. At a minimum, law
enforcement participation in the drill should occur no less
than once every two years.

A drill should always be announced as a drill.

For more information, see the “SRP Lockdown Drill” sec-
tion of this book.
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CONTINGENCIES

Students and staff who are outside of classrooms when
a Lockdown is announced should try to get into the
closest available classroom, or room with a door that can
be secured. In the event someone cannot get into a
room before doors are locked, they should be instructed
about other options. In this situation, students and staff
should be trained to hide or even evacuate themselves
away from the building or area. Students and staff should
receive training on where to go if they self-evacuate so
they can be safe and accounted for.

If during a Lockdown an additional hazard manifests in-
side the school such as a fire, flood, or hazmat incident,
then situational decisions must be made. There should
be discussions about reacting to a fire alarm if it is acti-
vated during a Lockdown. This may require following
additional directives of the SRP.

EXAMPLES OF LOCKDOWN CONDITIONS
The following are a few examples of when a school or
emergency dispatch might call for a Lockdown.

e Dangerous animal within a school building
e |ntruder

e An angry or violent parent or student

e Report of a weapon

o Active assailant

THE DURATION OF A LOCKDOWN

A question that occasionally arises is “How long does it
take to release a Lockdown?” The answer is, “That de-
pends, but probably longer than you want to hear.”

The Foundation has heard accounts of a Lockdown last-
ing for hours. In one case - a weapon report - the school
was in Lockdown for over three hours. In another - an
active assailant in the building - it took about an hour
after the issue was resolved for law enforcement to clear
the classrooms.

RED CARD/GREEN CARD

Red Card/Green Cards should NOT be used for a Lock-
down. Based on a number of tactical assessments, the
overwhelming consensus is that this practice provides
information to an intruder that there are potential targets
in that room.
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CELL PHONES DURING A LOCKDOWN

[t is not uncommon for school administrators to ban cell
phone use during a Lockdown. Parent instincts may be
at odds with that ban. Often, one of the first things a
parent will do when there is a crisis in the school is text
or call their child.

In evaluating actual Lockdown events, the initial crisis
may only take minutes. After the threat is mitigated, Law
Enforcement typically clears the school one classroom at
a time. This process may take significant time. During
this time, both parents and students can reduce stress
through text communications. This also provides a class-
room management strategy. Selecting three or four stu-
dents at a time, a teacher may ask students to text their
parents with a message like this: “We’re in Lockdown.
I’'m okay and I'll update you every 5 minutes.” Certainly, if
a threat is imminent, texting would be discouraged.

There is also an opportunity to ask the students to text
their parents with crafted messages as an event unfolds.
For example, “Pick me up at Lincoln Elementary in one
hour. Bring your ID,” might be recommended for student-
parent reunification.

[t may also be beneficial to have students turn off both
Wi-Fi and cellular data services in order to free up band-
width for first responders, while still allowing SMS text
messaging.

EVACUATION

If an actual violent incident occurred, expect that the
building will be evacuated by Law Enforcement since it
has become a crime scene.
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SAMPLE OUTWARD
MESSAGING TO PARENTS

This is a guide for outward messaging
when a Lockdown Action is used in the
school. Because a Lockdown is stressful
for everyone, plan to send multiple mes-
sages. Have a central digital platform that your public
information team can easily update, and people can go
to for information.

If a Lockdown will be followed by an off-site evacuation,
get that information out as quickly as possible. include
the information here, or in a separate communication
thread.

Current Lockdown

Email

Subject Line: Safety Notification - Lockdown Currently
Activated at [School Name]

Dear Parent or Guardian,

[School Name] is currently in Lockdown due to [state the
facts you know about the situation].

The safety and security of your child is our top priority.
We are actively responding to the situation and collabo-
rating with emergency responders.

At this time, we ask that parents stay where they are and
remain available to receive updates and instructions as
needed.

Watch for updates here [link to the platform you’ll be up-
dating]

What is a Lockdown?*
Text Message:

[School Name] is currently in Lockdown. Check your
email or voicemail for more information. Please stay
where you are and remain available at this time. Look
here [link to social media page/site] for updates.

Phone Call

Parents, [School Name] is currently in Lockdown due to
[state the facts you know about the situation]. At this
time, we ask that parents stay where they are and remain
available to receive updates and instructions as needed.
Check our [social media page/site] for ongoing updates.
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Lifted Lockdown

Email

Subject Line: Safety Notification - Lockdown Ended at
[School Name]

Dear Parent or Guardian,

[School Name] was placed in Lockdown from [start time
of Lockdown] to [end time of Lockdown] due to [state
the incident that occurred].

Thank you for your patience while we worked with first
responders to respond to the situation.

The safety and security of your child is our top priority.
What is a Lockdown? *
Text Message

The Lockdown at [School Name] has been lifted. Please
check your email or voicemail for more information.

Phone Call

Parents, the Lockdown at [School Name] has been lifted.
The school was in Lockdown from [state Lockdown start
time] to [state Lockdown end time] due to [state the inci-
dent that occurred]. Thank you for your patience while
we worked with first responders to respond to the situa-
tion.

* Lockdown is called when there is a threat or hazard
inside the school building. The Lockdown Action de-
mands locking interior doors, moving occupants out of
the line of sight of corridor windows, turning off lights
to make the room seem unoccupied, and having oc-
cupants maintain silence. If students are unable to get
behind a locked door, they are trained to self-evacuate.
If your child contacts you to let you know that they
safely self-evacuated, please contact the district at
[District Phone Number or Safety Hotline] to notify us
your child is safe.

Link to either your website or iloveuguys.org/The-Stan-
dard-Response-Protocol.html for them to learn more.
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EVACUATE

TO A LOCATION

Evacuate is called when there is a need to move people
from one location to another for safety reasons.

An on-site evacuation is conducted usually because of a
mechanical failure that would disrupt the school day,
such as a power outage. If it can’t be resolved quickly,
the school may have to plan for early dismissal.

An offsite evacuation may be necessary when it’s no
longer safe to stay in the building such as a gas leak or
bomb threat. In this case, people will be allowed to bring
their personal items with them.

If there has been a violent event at the school, an off-site
evacuation will almost always be necessary since the
school will be deemed a crime scene. People may or
may not be able to bring their personal items with them.

REUNIFICATION AFTER AN EVACUATION
When the students and staff are evacuated off-site, they
may be walking to a different location or being transport-
ed to the location and there will be an organized reunifi-
cation of students and parents/guardians at that site.

For in-depth information about conducting a Reunifica-
tion, please refer to The Standard Reunification Method:
https://iloveuguys.org/The-Standard-Reunification-
Method.html

PUBLIC ADDRESS

The public address for Evacuate is: “Evacuate! To a Lo-
cation” and is repeated twice each time the public ad-
dress is performed. For instance, “Evacuate! To the Flag
Pole.”

“Bvacuate! To a location.
Evacuate! To a location.”

ACTIONS
The Evacuate Action demands students and staff move
in an orderly fashion to a safe area.

INCIDENT COMMAND SYSTEM

The School Incident Command System should be initiated.

RESPONSIBILITY

The classroom teacher or administrator is usually re-
sponsible for initiating an Evacuation. The directives or
actions may vary for fire, bomb threat, or other emergen-
cies. Other directions may be invoked during an evacua-
tion, and students and staff should be prepared to follow
specific instructions given by staff or first responders.

Page 24 of 39

EVACUATE

A Location may also be provided

PREPARATION

Evacuation preparation involves the identification of facili-
ty evacuation routes, evacuation assembly points and
evacuation sites, as well as student, teacher, and admin-
istrator training. An evacuation site usually becomes the
reunification site, so plan accordingly. Ideally, plan to
have an offsite evacuation facility that's within walking
distance and another father away from the school in
case the hazard is in the immediate area. Have an MOU
in place with each site to outline expectations and re-
sponsibilities in advance. A sample MOU for this can be
downloaded from iloveuguys.org/The-Standard-Re-
sponse-Protocol.html

An Evacuation plan must include having all supplies that
people with disabilities may need such as medications,
supplementary mobility devices and accessible routes for
mobility-impaired people.

EVACUATION ASSEMBLY

The Evacuation Assembly refers to gathering at the
Evacuation Assembly Point(s). Teachers are instructed to
take roll after arrival at the Evacuation Assembly Point(s).

Schools with large populations might plan on having
multiple, predetermined assembly points to help manage
crowds.

DRILLS

Evacuation drills should be performed at least twice a
year or as mandated by state law. An Evacuation drill is
very similar to a fire drill. Fire drills are often required reg-
ularly and constitute a valid Evacuation drill.

Drills are also a good opportunity to talk about and prac-
tice alternate exit routes to use in case a certain area is
not safe to walk through.

CONTINGENCIES

Students are trained that if they are separated from their
class during an Evacuation, then joining another group is
acceptable. They should be instructed to identify them-
selves to the teacher in their group after arriving at the
Evacuation Site.

RED CARD/GREEN CARD/MED CARD

After taking roll, the Red/Green/Med Card system is em-
ployed for administrators or first responders to quickly
visually identify the status of the teachers’ classes.
Teachers will hold up the Green card if they have all their
students and are good to go. They hold up the Red card
if they are missing students, have extra students or an-
other problem, and use the Med card to indicate their
need for some sort of medical attention.

See the Materials section for examples.
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SAMPLE OUTWARD
MESSAGING TO PARENTS

This is a guide for outward messaging
when an Evacuation is necessary. Evacua-
tions can be stressful because they are
disruptive, whether they’'re on-site or off-
site, so plan to send multiple messages. Have a central
digital platform that your public information team can
easily update, and people can go to for information.

Variables in the message are in italic type.
Evacuation with a return to school anticipated

Email

Subject Line: Safety Notification - [School Name] Has
Been Evacuated

Dear Parent or Guardian,

[School Name] was Evacuated at [state evacuation time]
due to [state reason for evacuation].

The safety and security of your child is our top priority.
We are actively responding to the situation and collabo-
rating with emergency responders.

The [state the reason for evacuation] is expected to be
resolved with students returning to class. Dismissal will
be at the regular time today. Watch for updates here [link
to the platform you’ll be updating]

What is the Evacuate Action? *

Text Message

[School Name] has been Evacuated due to [state reason
for evacuation]. Please check your email and voicemail
for details and information.

Phone Call

Parents, [School Name] has been Evacuated due to
[state reason for evacuation]. Please check your email for
details and information.

Evacuation with early dismissal planned

Email

Subject Line: Safety Notification - [School Name] Has
Been Evacuated

Dear Parent or Guardian,

[School Name] was Evacuated at [state evacuation time]
due to [state reason for evacuation]. Because of [reason],
there will be an early dismissal at [state the time].

The safety and security of your child is our top priority.
We are actively responding to the situation and collabo-
rating with emergency responders. Watch for updates
here [link to the platform you’ll be updating]

What is the Evacuate Action? *
Text Message

[School Name] has been Evacuated due to [state reason
for evacuation] and students will be dismissed early at
[state the time]. Please check your email and voicemail
for details.

SRP K12 2023 | Version 4.1 | 06/15/2022

Phone Call

Parents, [School Name] has been Evacuated due to
[state reason for evacuation] and students will be dis-
missed early at [state the time]. Please check your email
for details and information.

Evacuation to an off-site location

Email

Subject Line: Safety Notification - [School Name] Has
Been Evacuated

Dear Parent or Guardian,

[School Name] was Evacuated at [state evacuation time]
due to [state reason for evacuation].

The safety and security of your child is our top priority.
We are actively responding to the situation and collabo-
rating with emergency responders.

At this time, we ask that parents stay where they are and
remain available to receive updates and instructions as
needed.

You will receive communications as soon as we have
additional details and information on when and where to
pick your child up. Please bring your ID and your pa-
tience when you are picking up your child.

Watch for updates here [link to the platform you’ll be up-
dating]

What is the Evacuate Action? *
Text Message

[School Name] has been Evacuated due to [state reason
for evacuation] which renders the building unsafe at this
time. Students can be picked up at [alternate location]
after [time]. Please check your email and voicemail for
details. Please bring your ID and your patience when you
are picking up your child.

Phone Call

Parents, [School Name] was Evacuated at [state evacua-
tion time] due to [state reason for evacuation]. At this
time, we ask that parents stay where they are and remain
available to receive updates and instructions as needed.
We will update you with further communications as soon
as we have additional details and information on when
and where to pick your child up. Please check your email
for details and information.

* Evacuate is called when there is a need to move peo-
ple from one location to another. During an evacua-
tion, students and staff are asked to move from one
location to another in an orderly fashion.

Link to either your website or iloveuguys.org/The-Stan-
dard-Response-Protocol.html for them to learn more.
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POLICE LED EVACUATION

In the rare situations where law enforcement is clearing
classrooms and escorting students and staff out of the
classroom and through the building, it is important to
have provided advance instruction on what to expect.

PUBLIC ADDRESS

There may or may not be any public address notifying
students and staff that law enforcement is performing
these actions.

ACTIONS

As officers enter the classroom, students and staff must
keep their hands visible and empty. It is unlikely they will
be able to bring backpacks, purses or any personal
items with them during a Police Led Evacuation. Stu-
dents may be instructed to form a single file line and hold
hands front and back, or students and staff may be
asked to put their hands on their heads while evacuating.

WHAT TO EXPECT

Prepare students and staff that during a Police Led
Evacuation, officers may be loud, direct and command-
ing. Students and staff may also be searched both in the
classroom and again after exiting the building.

EMOTIONAL RESPONSIBILITY

There is a conversation occurring with law enforcement
regarding their role in post-event recovery. This is a
growing concern, and warrants conversations between
schools, districts, and agencies about how to keep stu-
dents safe, and reduce trauma that might be associated
with a Police Led Evacuation.

PREPARATION

Student, teacher, and administrator training.

In the event of a police led evacuation, policies should be
in place on how to give key access to law enforcement
officers evacuating all rooms in the school building.

MEDIA MESSAGING

To the media/community after an event.
Example Situation: Violent Event

“On (date) at (time of day), (agency name) responded to
(school name) in reference to (event type). Officers as-
sisted with safely escorting students and staff out of the
school and to the Evacuation and Reunification site
where the (School District) was able to initiate the Reuni-
fication process.”

Page 26 of 39

POLICE LED

Evacuation after a Lockdown

DISPATCH MESSAGING

To responding officers during an event.
Example Situation: Police Led Evacuation

“(Dispatched Units) respond to (school name) to assist
with Evacuation of students and staff. Assistance is
needed to accompany individuals out of the school and
to the Secure Assembly Area at (Jocation). Respond to
the Command Post for your assignment. (time stamp)”

LAW ENFORCEMENT MESSAGING

To responding officers during an event.
Example Situation: Gas Leak

(Police unit name) respond to (area near the school) to
assist with evacuating students from (school name) be-
cause of a gas smell in the building. Meet with (supervi-
sor) for further information to assist with Evacuation and
Reunification.

LAW ENFORCEMENT GUIDANCE

Once the threat has been neutralized, it is recommended
that first responders re-group and slowly move to the
evacuation phase. Identify the location of the evacuation
area or bus staging area prior to releasing classrooms.
Take this time to discuss emotional responsibility when
releasing classrooms. Begin releasing people from class-
rooms and offices to the designated area.

Law enforcement officers may also be needed to assist
with directing traffic and ensuring the evacuation process
is being done safely.

CONTINGENCIES

In an off-site evacuation to a reunification site, Incident
Commanders should consider leaving students and staff
in their rooms until transportation arrives. Your team can
also discuss communicating to classrooms that the
threat has been minimized enough that they may relax
and wait for evacuation.

When it’'s time, each room can be cleared directly to the
buses in order to minimize trauma.

It is recommended to avoid the scene of the incident
when exiting. Transport directly to the Reunification Site.

TRANSPORTATION

During a police led evacuation, transportation is going to
be initiated. Have a policy in place for your transportation
department or contracted transportation company so
they are ready to respond in a timely manner with
enough buses.
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SHELTER

State the Hazard and Safety Strategy

SHELTER

STATE THE HAZARD AND SAFETY
STRATEGY

Shelter is called when specific protective actions are
needed based on a threat or hazard. Training should in-
clude response to threats such as tornadoes, earth-
quakes, hazardous materials situations or other local
threats.

PUBLIC ADDRESS

The public address for Shelter should include the hazard
and the safety strategy. The public address is repeated
twice each time the public address is performed.

“Shelter! For a hazard. Using safety strategy.
Shelter! For a hazard. Using safety strategy.”

For a tornado, an example would be;

“Shelter for a tornado. Go to the tornado shelter.
Shelter for a tornado. Go to the tornado shelter.”

After the danger has passed:
“Students and staff, the Shelter is released. All clear.

Thank you for your assistance and patience during the
Shelter.”

HAZARDS MAY INCLUDE
e Tornado
e Severe weather
o Wildfires
e Flooding
o Hazmat spill or release
e Farthquake
e Tsunami
SAFETY STRATEGIES MAY INCLUDE
e Evacuate to Shelter area
e Seal the room
e Drop, cover and hold
e (et to high ground
ACTIONS
Collaboration with local responders, the National Weath-
er Service, and other local, regional and state resources

will help in developing specific actions for your district
response.

INCIDENT COMMAND SYSTEM

The School Incident Command System should be initiated.
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RESPONSIBILITY

Sheltering requires that all students and staff follow re-
sponse directives. Districts should have procedures for
all foreseeable local hazards and threats which include
provisions for those individuals with access and func-
tional needs.

PREPARATION

|dentification and marking of facility Shelter areas.

DRILLS
Shelter safety strategies should be drilled at least twice a
year, or as mandated by the state.

STATE THE HAZARD AND

SAFETY STRATEGY

Using the Shelter Protocol and stating the hazard allows
for an understanding of the threat and the associated
protective actions. Most often, the Shelter Protocol is
utilized for tornadoes and other severe weather, in which
case it would include the Shelter location for students
and staff, and what protective posture or action they
should take.

Sheltering for a hazardous materials spill or release is
very different. In the case of a hazmat situation, students
and staff would be directed to close their windows, shut
down their heating and air conditioning units and seal
windows and doors to preserve the good inside air while
restricting the entry of any contaminated outside air. Lis-
tening to specific directives is critical to successful emer-
gency response.

PLAIN LANGUAGE

NIMS and ICS require the use of plain language. Codes
and specific language that are not readily understood by
the general public are no longer to be used. The SRP
uses shared, plain, natural language between students,
staff and first responders. If there are specific directives
that need to be issued for a successful response in a
school, those should be made clearly using plain lan-
guage. There is nothing wrong with adding directives as
to where to Shelter, or what protective actions should be
used in the response.

CUSTOMIZATION

The classroom poster is sufficient for generic Shelter
guidance. The Foundation recognizes that localized haz-
ards may need to be added to the poster. For this rea-
son, the Public Address poster is available in MS Word

for customization (https://iloveuguys.org/The-Standard-
Response-Protocol.html).
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SHELTER

State the Hazard and Safety Strategy

SAMPLE OUTWARD
MESSAGING TO PARENTS

This is a guide for outward messaging
when a Shelter Action is necessary. In a
weather event, which is a commonly the
reason this is used, it’s likely that families are also shelter-
ing. They will want to know their children are in a safe
situation. Have a central digital platform that your public
information team can easily update, and people can go
to for information.

Shelter (Current)

Email

Subject Line: Safety Notification - Shelter Currently
Activated at [School Name]

Dear Parent or Guardian,

[School Name] is currently Sheltering due to [state rea-
son for Shelter].

The safety and security of your child is our top priority.
We are actively monitoring the situation.

Watch for updates here [link to the platform you’ll be up-
dating]

What is Shelter? *
Text Message

[School Name] is currently Sheltering due to [state rea-
son for Shelter]. Please check your email and voicemail
for more information.

Phone Call

Parents, [School Name] is currently Sheltering due to
[state reason for Shelter]. The safety and security of your
child is our top priority. Please check your email for more
information. We are actively monitoring the situation and
will send updates as necessary.
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Shelter (Past)

Email

Subject Line: Safety Notification - Shelter Ended at
[School Name]

Dear Parent or Guardian,

[School Name] used the Shelter Action from [start time of
Shelter] to [end time of Shelter] due to [state reason for
Shelter]. All school operations have now returned to
normal.

The safety and security of your child is our top priority.
We will continue to keep you informed about important
concerns at our school.

Watch for updates here [link to the platform you’ll be up-
dating]

What is Shelter? *

Shelter is called when specific protective actions are
needed based on a threat or hazard. Sheltering requires
that all students and staff follow response directives
based on the threat or hazard.

Link to either your website or iloveuguys.org/The-Stan-
dard-Response-Protocol.html for them to learn more.
protocol at iloveuguys.org/The-Standard-Response-FPro-
tocol.html

Text Message

The Shelter at [School Name] has been lifted. All school
operations have now returned to normal.

Please check your email and voicemail for more informa-
tion.

Phone Call

[School Name] used the Shelter Action from [start time of
Shelter] to [end time of Shelter] due to [state reason for
Shelter]. All school operations have now returned to
normal.

* Shelter is called when specific protective actions are
needed based on a threat or hazard. Sheltering re-
quires that all students and staff follow response direc-
tives based on the threat or hazard.

Link to either your website or iloveuguys.org/The-Stan-
dard-Response-Protocol.html for them to learn more.
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SEQUENCING

The Actions

The five actions of the Standard Response Protocol can
work together as situations evolve and information is
gathered. Here are some examples of how this can, and
has, been done.

HOLD ESCALATES TO LOCKDOWN

The school receives a vague or anonymous report,
through social media, of a student carrying a weapon.
There is neither an immediate confirmation of it nor a
substantiated threat. School personnel needs time to
locate the student and send security/SRO to locate and
confront the student in a very low-key way. They initiate
the Hold Action during the search. Additional information
and evidence may lead to a Lockdown because an im-
minent threat is detected.

LOCKDOWN MISTAKE SHIFTS TO
SECURE

The Police Department received reports from passers-by
of a person with a rifle on the bike path adjacent to an
elementary school. They called the school directly and
directed them to put the school in Lockdown, which was
incorrect but this can happen when there are many un-
known factors. Officers and District Security Teams were
on the scene within 2-5 minutes and a suspect was tak-
en into custody within that time. Personnel on-site were
able to quickly confirm the building wasn’t breached.

The Lockdown was shifted to a Secure Action, with each
classroom being released by school and security per-
sonnel. Releasing each classroom instead of using a
public address is to retain continuity for releasing any
Lockdown.
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SECURE ESCALATES TO LOCKDOWN
Recently there was a shooting in a park adjacent to a
high school. The school was immediately placed in Se-
cure, however, several victims and witness students ran
back inside before the doors could be secured. In this
case, it was unknown exactly who entered the building.
The Secure Action shifted to Lockdown as a precaution
while officers searched the building. It was determined to
be safe within about 30 minutes, but the Lockdown was
not immediately lifted. Moving to Hold at that point may
have been a better choice in order to manage the situa-
tion and maintain tactical control of the building while
allowing some monitored movement inside.

HOLD TO EVACUATE

Utilize a Hold Action for a brief time during an unexpect-
ed fire alarm that is not accompanied by immediate signs
of smoke or fire. This allows safety/security teams to
scan for actual signs of fire, or other ambush type threats
before Evacuating the building. An Evacuation would still
occur per fire department requirements, but the tactical
pause to gather information before evacuating allows for
more situational awareness.
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WHERE YOU ARE DICTATES

WHAT YOU DO

The SRP was designed as an all-hazards model for inci-
dent response. The protocol is easily modifiable for any
location or environment. It is not necessary to list every
possible scenario that may occur, as the protocol pro-
vides universal response actions. A school's action in
response to a fire is an evacuation. To prepare for this
evacuation drills are practiced, not fire drills. This is the
same response that would occur due to a gas leak, or
long-term power outage in winter conditions. By pre-
paring for and practicing evacuation drills the school is
prepared for any eventuality that may require the staff
and students to leave the school location.

Your specific environment will dictate what additional
plans or resources you may need. For example, a school
in Alaska must think about warming locations for winter
evacuations while a school in Arizona will need to think
about cooling areas for a summer evacuation.

GLASS. LOTS OF GLASS

Glass is always one of the weakest points of building
security. As more and more schools are built with the
open concept, we are seeing walls of glass throughout
buildings. While beneficial for increased light and a sense
of openness, they provide little protection. If your school
has interior glass walls or large interior windows we rec-
ommend you plan to purchase window film and some
sort of shade system. The film will increase the strength
of the glass and the shades will offer concealment.

Similar steps should be taken on the perimeter of build-
ings. Main entrances traditionally have large glass doors.
Film is appropriate here as well. Be sure to inspect your
school and note areas of potential weakness and ad-
dress them appropriately.

DISTRIBUTED CAMPUS

Some school locations have a distributed campus with
multiple buildings spread out over the property, similar to
a college environment. The layout of a distributed cam-
pus brings unique challenges for school and district staff.
Your jurisdictions will need to develop specific policies for
each action. Additionally, it will be crucial for staff to be
expertly trained on the process so they can use their
judgment when needed. Nearly every action will have
variations that may be necessary for a distributed envi-
ronment.
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ENVIRONMENT

Dictates the Tactics

Both Hold and Secure can be applied to the entire
school property or only to specific buildings as appropri-
ate. Whoever enacts the protocols will need to provide
enough details for proper decisions to be made. If exact
details are unknown then it is best to treat each building
as an individual school and place the entire property into
the protocol until more information is known.

During the Secure Action, there is some type of threat
outside the school building. The action is for everyone to
move inside, lock outside doors, and continue the day as
usual. In a distributed campus more information about
the threat is going to be needed.

If the threat is on school property, such as a dangerous
animal roaming the grounds, then each building should
go into Secure with students remaining where they are.

If the threat is off the property and a perimeter can be
established then it may be appropriate for movement
between buildings to occur but no one on or off the
school property. An alternative approach could be to
have security or law enforcement escort students and
staff between buildings. The exact situation and your
school's specific layout will determine your actions.

If the exact location of the threat is unknown, then it is
better to err on the side of caution and keep everyone
within their respective buildings.

A Hold will need to be handled similarly. If the reason for
a Hold only affects a single building then it may be ap-
propriate for only that building to go into the Hold proto-
col. However, you will need to make sure no students or
staff are leaving other buildings and entering the Hold
area.

TEMPORARY OR MODULAR BUILDINGS
OR CLASSROOMS

Additional policy will be needed if your school has tem-
porary or modular buildings. One option is to treat them
in the same way as a distributed campus. Alternatively, if
it is appropriate, and depending on the size of the
school, students and staff from these areas can be
brought into the main building.
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NOTE TO PRINTERS

All materials are available to download from
https://iloveuguys.org/The-Standard-Response-
Protocol.html

This material may be duplicated for distribution per “SRP
Terms of Use,” which reads as follows:

Terms of Use: District/school is responsible for physical
material production of any online resources provided by
The Foundation. The District/school is not required to
utilize printing services provided by The Foundation for
production of support materials.

What this means: You may have print these yourself or
send them to a printer.

Terms of Use: School District agrees to incorporate the
SRP using the terms of art and the associated directives
as defined in the Program Description.

What this means: The school, district, agency or organi-
zation may place their logo and/or name on printed ma-
terial to personalize it. They may not substantively
change the wording or actions, except as it applies to
hazards specific to their region.

PRINTING THE BOOKS

Books have been laid out with a 5 pica (.83") interior
margin and a 4 pica (.67”) exterior margin to facilitate
duplex printing of the materials. Books can be finished
using common bindery methods: perfect bind, comb
bind, spiral bind, saddle stitch, or punch for a 3-ring
binder.

SRP CLASSROOM POSTER

This K12 SRP overview wall poster was created to be
printed and placed on walls in order to remind everyone
of the different SRP actions and allow teachers to start
the conversation about SRP with their stu-

EN CASO DE EMERGENCIA
N MEDIDAS

dents.

Placing posters is an essential step in the
full implementation of the SRP. The poster
should be displayed in every classroom,
near building entries, and at the entrances
to the cafeteria, auditorium and gym. The
Shelter hazards and safety strategies

can be modified for local conditions.

The poster is available in letter size (8.5
x 11”) and tabloid size (11 x 177), in
English and Spanish.
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MATERIALS

And a Note for your Printer

PUBLIC ADDRESS PROTOCOL POSTER
The Public Address Protocol Poster
can be placed near all reasonable pub-
lic address locations. This is a sample.
Your district, department or agency
should customize this poster for re-
gional hazards. It is available to down-
load in Microsoft Word format. The
public address is repeated twice each

IN AN EMERGENCY

TAKE ACTION

time the public address is performed. 0.
Hold! In your room or area. Clear the
halls.

Secure! Get Inside. Lock outside doors.
Lockdown! Locks, Lights, Out of Sight.
Evacuate! To a Location.

Shelter! State the Hazard and Safety Strategy.

INFORMATION FOR PARENTS AND
GUARDIANS

Clear communication to parents and guardians about the
SRP is essential so they understand the actions your
school will be using. By being as clear as possible, you
can reduce the amount of stress they might experience
for even the small disruptions in a
school day.

They need to understand their roles
in any incident. The letter-size hand-
out is in PDF format and can be
emailed or printed to hand out. It de-
scribes what is expected of people in
the school, and outlines the roles of
the parents and guardians during
Secure and Lockdown events.

Schools should outline the methods with which they will
be communicating with parents and guardians about any
drill or actual incident. It is imperative that parents and
guardians keep their contact information up to date with
the school and district.

Additionally, there is a web page for parents to go to for
detailed information and conversations. Your school or
district is welcome to post this on your website for easy
access.

The Parent Handout is available in accessible PDF for-
mats in English and Spanish.
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STATUS POSTERS
Letter-size posters for use to communicate the status of
the school during drills or incidents.

These include posters for two levels of Secure condi-
tions, and a Lockdown Diill Poster.

SCHOOL IS SECURED
NO ONE IN OR OUT

DRILL IN PROGRESS
NO ONE IN OR OUT

SCHOOL IS SECURED

MONITORED ENTRY AND CONTROLLED RELEASE

SIMULACRO EN CURSO
NO SE PERMITE LA ENTRADA
0 SALIDA DE NADIE

ESCUELA BAJO PROTECCION

ENTRADA VIGILADA Y SALIDA CONTROLADA

ESCUELA BAJO PROTECCION
NADIE PUEDE ENTRAR@ P

VIDEO TRAINING
There are some videos you can download from http://
iloveuguys.org, or YouTube, to use for training purposes.

The Standard Response Protocol (SRP) for
Students (7:26)

This is a teenage student speaking with a School Re-
source Officer about the actions of the SRP. It's appro-
priate for students in middle school and older.

Lockdown Drill with Standard Response Protocol
(3:35)

This was recorded during a High School Lockdown drill.
It includes interviews with students, and is appropriate
for all ages of students.

For the Little Ones

There are links on the website to training modules that
were created for younger students by school districts.
We link to those with permission by the creators.

ID CARDS

Art for printing onto identification cards is available for
slotted and unslotted cards in the standard size of
3.375" x 2.125",

POCKET GUIDE

This is a quick guide to the five actions. It folds to the
size of a business card to fit in wallets, pockets, and ID
cardholders. It prints on two sides of letter-size paper
and there are three to a page.
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MATERIALS

And a Note for your Printer

RED CARD/GREEN CARD

This is for use in an Evacuation Assembly to do a quick
assessment of the status of all groups. It is not for class-
room use during a Lockdown or Lockdown Drill.

There are three different types for different situations, so
choose to use the one that’s best for your environment.

After arriving at an Evacuation Assembly and taking roll,
the Red/Green Cards are used for administration or first
responders to quickly and visually identify the status of
the teachers’ classes after an evacuation.

d1aH voiaan. &)

1431

MEDICAL HELP

ALER " T

Green Card (OK) - All students accounted for, No imme-
diate help is necessary

Red Card (Help) - Extra or missing students, or vital in-
formation must be exchanged

Red/GREEN/Med Card

Red and White Cross (Medical Help) - Immediate medical
attention is needed

Red/GREEN/Roll Card

This includes a roll sheet for users to record who is in
their group.

Red/GREEN/Alert Card

The Alert card is used to indicate there is a problem in
your group and you need assistance.
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Here are some definitions and descriptions of drills and
exercises. This is a compilation from various sources and
includes the important points from each one. It includes
information gained by experience with actual drills and
exercises in schools and districts.

DRILLS VS. EXERCISES

Media coverage exploring issues with lockdown drills
potentially causing trauma has resulted in the need for
clarification. Much of the coverage attributed the word
“Drill” to what was actually a “Drill Game or Functional
Exercise.”

School lockdown drills are not synonymous with func-
tional exercises. Nor are they understood and practiced
properly. According to FEMA (see Appendix A), exercises
help build preparedness by allowing organizations to test
and validate plans, determine strengths, and identify ar-
eas for improvement.

SCENARIO, OR NO SCENARIO

It is important to note that any type of exercise can be
conducted with or without a scenario. The | Love U Guys
Foundation recommends an all-hazards approach to
exercise design and development, where the main goal
is to practice or test a specific capability. For example, a
functional exercise could be designed to practice inter-
agency coordination in response to a large-scale power
outage. The reason for the outage does not matter. At
times a scenario can enhance the realism of an exercise
but it is not needed.

The | Love U Guys Foundation uses this approach during
reunification exercises and it is also recommended for
Evacuation, Lockdown, Secure, and Hold drills.

DRILL

The primary objective of a drill is for participants to build
muscle memory, and practice an action to use in various
events or situations. A secondary objective is for the
people who are administering the drill to validate proce-
dures, clarify roles and identify operational process gaps.

Drills are for staff and students, and are educational op-
portunities to practice life safety skills. For example, an
evacuation drill is conducted at schools worldwide regu-
larly. A fire alarm goes off, students line up and head out-
side. There is no trauma in these events because there is
no simulation of a threat or hazard. Schools do not light
fires in the hallways to simulate an evacuation due to fire.

Lockdown drills are similar. There is no simulated vio-
lence needed to conduct them. The only information
needed is for the protocol to be enacted, “Lockdown,
locks, lights, out of sight,” and then students and staff
perform the proper functions.
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DRILLS

vs. Functional & Full-Scale Exercises

EXERCISE - TWO CATEGORIES
There are several types of exercises, which are divided
into two categories. The categories are discussion-based
exercises and operations-based exercises.

Discussion-based exercises are designed to introduce
concepts to organizations. They allow individuals to be-
come familiar with policies and procedures. Seminars,
workshops, tabletops, and games are types of discus-
sion-based exercises. Some of those will include talking
about scenarios and regional hazards, and what sort of
response might be required for those specific issues.

Operations-based exercises involve actual response ac-
tions and are used to practice or validate plans and poli-
cies. The learning objective is to test response, capacity,
and resources across the system. Students are rarely
asked to engage with these. An exercise can include a
description or enactment of an incident, but doesn’t
have to.

Exercises are broader in scope than drills, and are de-
signed to encourage people to think on their toes, work
together, and apply lessons learned from drills.

Invite people from your community to participate as vol-
unteers in an exercise, or to observe it. You will probably
be introducing scenarios they have thought about, and
this level of engagement can be useful.

In a Functional Exercise, participants perform their duties
in a simulated environment. Functional exercises typically
focus on specific team members and/or procedures and
are often used to identify process gaps associated with
multi-agency coordination, command and control.

The “I Love U Guys” Foundation’s reunification exercises
(Rex) are an example of a functional exercise. During
these, participants test and practice the capabilities of
the reunification team to properly reunite students with
the appropriate parent or guardian. The exercise starts
with notification that students were evacuated from the
school and are already at the reunification site.

A Full-Scale exercise is similar in execution to a Func-
tional exercise and is as close to the real thing as possi-
ble. It can include employees from multiple functions,
community first responders, local businesses, and regu-
latory agencies. This type of exercise should utilize, to
the extent possible, the actual systems and equipment
that would be dispatched during a real incident. From a
duration standpoint, full-scale exercises often take place
over the course of an entire business day.
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SRP

Lockdown Drill

SRP EVOLUTION

In developing the Standard Response Protocol, The “I
Love U Guys” Foundation took the following approach:

* |dentify the hazard;

* Develop response;

* Train;

* Practice;

* Drill;

* Exercise.

PROBLEM IDENTIFICATION

The first priority of the SRP was to introduce common,
plain language responses to various events. An assess-
ment of various school responses in 2009 revealed there
was no common language between students, staff, par-
ents, media, and first responders. The core areas exam-
ined were:

* Something happening outside the school;
* Something is happening inside of the school;
* How to get out of the school;
* Natural or man-made hazards;
* Keeping the halls clear.
DEVELOP RESPONSE

Given those conditions, the Standard Response Protocol
was developed, piloted and released.

TRAIN

The next step in the process is providing training to stu-
dents and staff on each of the response protocols, which
can be done with the downloadable materials.

PRACTICE

Once training has been delivered, practice is recom-
mended prior to any drill. This may initially involve a dis-
cussion between staff and students to:

¢ Find various exit routes in advance of an Evacuation
drill;

e Discuss ways to protect oneself from various weath-
er hazards prior to a Shelter drill;

e |dentify Safe Zones within a classroom and practice
moving students to those zones prior to a Lockdown
drill;

e Talk about situations that may require a Secure or
Hold action.
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COMMUNICATING ABOUT DRILLS

Prior to conducting any drills, schools are advised to
send concise communication to parents and guardians
about the nature and objectives of, and reason for, the
drill. This can be done with an email or letter or both. It is
not necessary to state the exact day or time of certain
drills.

If parents feel their student(s) will be upset by certain
drills, invite them to attend, or give them a chance to opt
their family out of the drill. If possible, arrange to have an
opt-out student stay on school grounds, but not partici-
pate, in order to minimize disruption to the school day.

LOCKDOWN DRILL GUIDANCE

A critical aspect in implementing the SRP with fidelity is
the Lockdown Dirill. Successful drills provide participants
with the “muscle memory” should an actual Lockdown
occur. Drills also reveal deficiencies that may exist in ei-
ther procedures, training or personnel.

Understand that a Lockdown drill is for practicing an ac-
tion, not an event. An actual Lockdown can occur due to
a variety of threatening situations which may present an
immediate and ongoing danger to the safety of students,
staff and visitors within a building.

PREPARATION

Prior to drilling, students, staff and administration should
review the SRP Training Presentation, which is available
on https://iloveuguys.org/The-Standard-Response-
Protocol.html. Administration should also verify with law
enforcement their use of the SRP in the school or district.

Teachers should take time with students to identify and
occupy a “Safe Zone” in the classroom where they can-
not be seen through any corridor windows. If visibility in a
classroom is problematic, window coverings or alterna-
tive locations should be identified. Speak with local law
enforcement about their preference for using window
coverings.

Additionally, the following instructions should be deliv-
ered to students.

e | ocate yourself at a point in the classroom where
you can no longer see out the corridor window.

e Maintain silence. No cell phone calls.

e Discuss the cell phone policy based on Lockdown
guidance on page 22.

PARTNERSHIPS

School-level drills should have district support. There
may also be district resources available to assist in con-
ducting the drill. Another key partnership is with local law
enforcement. Local patrol, community resource officers
or school resource officers should be part of the drill
process.
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THE EMERGENCY RESPONSE TEAM

Some schools have a pre-identified Building/School
Emergency Response Team. These teams are effective
for responding to any type of incident.

It is a noted best practice for administration to survey the
staff population for prior emergency response, military or
law enforcement experience and specialized training and
skills for use in district emergency operations.

THE LOCKDOWN DRILL TEAM

During an actual Lockdown, members of the Emergency
Response Team may be in classrooms or administrative
offices in Lockdown mode and unable to assist with the
response.

The Lockdown Dirill Team should not include personnel
that have specific roles during an actual emergency with-
in that school. Instead, the team might include a school
nurse or medical professional, district safety representa-
tives, law enforcement, and those administrators from
another school.

STAFF NOTIFICATION

When Lockdown drills are first being introduced to a
school, it is absolutely okay to tell staff in advance of the
drill. There may be staff members adversely affected by
surprise drills.

SPECIAL NEEDS CONSIDERATIONS

It is critical to identify any specific issues that may cause
challenges for students with special needs or disabilities
and incorporate appropriate actions for notification prior
to drills. It is not recommended that additional assistance
be provided in special needs areas for drills, UNLESS
this assistance is part of the plan and those resources
will be assigned in an actual emergency.

THE PRE-DRILL BRIEFING
Prior to the Lockdown drill, a short planning meeting with
the Lockdown Dirill Team should occur. The agenda is
simple:

¢ Review the floor plan and team member assign-

ments;

e Expected drill duration;

® The door knock and classroom conversation;

¢ Potential student or staff distress;

e Ensure law enforcement has access to keys to un-
lock all doors.

ANNOUNCING THE LOCKDOWN DRILL
When using public address to announce a Lockdown
drill, repeat, “Lockdown. Locks, Lights, Out of Sight. This
is a drill.” It's important to tell students and staff that it's a
drill. Failure to do so will most likely result in parents, me-
dia and maybe even law enforcement coming to the
school.

“Lockdown. Locks, Lights, Out of Sight. This is a dfrill.
Lockdown. Locks, Lights, Out of Sight. This is a drill.”

Alternately, consider announcing the drill prior to saying
which type of drill it is. This technique will prevent an im-
mediate reaction to the word Lockdown.

“This is a drill. Lockdown. Locks, Lights, Out of Sight”
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“This is a drill. Lockdown. Locks, Lights, Out of Sight,”
or

“We are going to conduct a Lockdown drill. Please listen
for the Lockdown announcement.”

CONDUCTING THE DRILL

The Lockdown Dirill Team should be broken into groups
of two or three members who go to individual class-
rooms. One of the members acts as “Scribe” and docu-
ments each classroom response. Large schools will
need multiple Lockdown Drill Teams in order to complete
the drill in a timely fashion.

At the classroom door, team members listen for noise
and look through the corridor window for any student or
staff visibility or movement. A team member then knocks
on the door and requests entry. There should be no re-
sponse to this request. At this point, a member of the
team unlocks the classroom door and announces their
name and position. A quick assessment is made by the
safety team. The occupants of the room are reminded
that they are still in Lockdown and should remain so until
they hear an announcement that the drill is completed.

A Lockdown Response Worksheet was created by The ‘I
Love U Guys” Foundation to assist in documenting the
Lockdown drills. It can be copied from the following page
or downloaded.

WINDOWS

Often there is a conversation about inside and outside
windows. Corridor windows are left uncovered so that
first responders can see inside the room. Outside win-
dows are left untouched because the threat would be
inside the building. There are different preferences re-
garding window coverings, so please discuss this with
your local responders to make sure you're in agreement.

THE CLASSROOM CONVERSATION

Make sure to stake out a few minutes after the room has
been checked, and before the release of the drill, to allow
for conversation in the classroom.

Typically, this conversation addresses the purpose of the
drill, and the observed outcome for that classroom. Addi-
tionally, self-evacuation and other life safety strategies
can be discussed.

Any issues should be addressed gently but immediately.
When possible, have a school counselor available to ad-
dress any staff or student distress.

THE LOCKDOWN DRILL TEAM DEBRIEF

At the conclusion of the drill, the team should reconvene
for a debrief and use this time to review portions of the
school safety plan. A good debriefing may reveal some
gaps and areas for improvement in the plan.

Any issues should be documented, the safety plan re-
viewed, and action items identified. An opportunity for all
staff to submit information regarding the performance of
the drill should be part of the after-action review process.
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> STANDARD
RESPONSE PROTOCOL.

FREQUENTLY ASKED QUESTIONS

Since introducing the Standard Response Protocol in
2009, thousands of districts, departments and agencies
have scrutinized, evaluated and ultimately implemented
the program. During the process some questions seem
to come up often.

SERIOUSLY, WHAT DOES IT REALLY
COST?

Since its introduction in 2009, public K12 schools, dis-
tricts, departments and agencies were free to use The “I
Love U Guys” Foundation programs at no cost.

In 2015, the Foundation expanded availability, and now
offers the programs to any public or private organization
at no charge. Download the materials and begin the
process.

WHAT ABOUT BUSINESS/CHURCH/
INSTITUTION USE?

Please look at the materials designed specifically for in-
stitutional use on the website. http://iloveuguys.org.

| SEE YOU OFFER TRAINING. DO WE
NEED TO BUY TRAINING IN ORDER TO
USE THE PROGRAMS?

No. We've attempted to put enough material online so
that schools and law enforcement can successfully im-
plement Foundation programs. We know of thousands of
schools across the US and Canada that have imple-
mented the programs using internal resources.

That said, part of our sustainability model relies not just
on charitable giving, but in providing training for
districts ,departments and agencies. If your organization
is interested in Foundation training, please contact us for
rates and terms.

WHAT IS THE DIFFERENCE BETWEEN
SECURE AND LOCKDOWN AGAIN?

The term "Secure" is used when there is a potential
threat that can be mitigated by bringing everyone inside.
It should be announced with the directive "Get inside.
Lock outside doors," which signals to bring people in
and lock exterior doors. While it calls for heightened situ-
ational awareness, it also allows for indoor activities to
continue.

The term "Lockdown" means there is an active or immi-
nent threat inside or nearby requiring immediate protec-
tive action. It is followed by the directive "Locks, Lights,
Out of Sight" and requires locking classroom doors, turn-
ing out the lights, and remaining hidden until first re-
sponders arrive.
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Effectively if the threat is outside the building, Secure. If
the threat is inside the building, Lockdown.

WHAT IF THE THREAT IS CLOSE TO THE
BUILDING?

There may be situations where both Secure and Lock-
down protocols may be called sequentially. In this case,
use Secure to get people inside and lock exterior doors.
When the perimeter is Secured, this may become a
Lockdown if the threat is persistent and appears to be
coming closer. Exterior doors would stay locked.

IN LOCKDOWN, YOU SUGGEST
UNLOCKING THE OUTSIDE DOORS.
WHAT’S UP WITH THAT?

No, we don’t. We occasionally hear this but our guid-
ance is actually a little different. We suggest not putting
anyone at risk by locking or unlocking outside doors. If
the doors are locked, leave them locked. Be sure you
have a plan that allows first responders to enter the
building quickly.

WON’T PEOPLE STILL COME IN THE
BUILDING IF THE OUTSIDE DOORS ARE
UNLOCKED DURING A LOCKDOWN?

Yes, people may be able to enter the building during the
window of time between calling a lockdown and the ar-
rival of first responders.

A lockdown is called when there is a life safety threat
inside the building. During the development and
throughout the lifecycle of the SRP, constant and delib-
erate scrutiny of all risk/benefit guidance is performed by
the Foundation, district and law enforcement representa-
tives. This has resulted in the lockdown guidance provid-
ed.

That said, with any guidance provided, we defer to local
decisions. If you are a district, please consult with your
local law enforcement representatives for final guidance.

| THOUGHT | SAW SHELTER GUIDANCE?
When we developed the SRP and released the first ver-
sion in 2009 we included FEMA guidance regarding the
Shelter directive and actions. FEMA changed that guid-
ance in 2014. We are removing specific shelter guidance
from our documentation and defer to the current prac-
tices published at http://fema.gov as well as your local
emergency management guidance.

CAN THE SRP BE USED IN

CONJUNCTION WITH OTHER SAFETY
PLANS?

Yes, absolutely. The SRP is designed as an enhance-
ment to any safety plan. It covers critical incidents by
standardizing vocabulary so stakeholders can easily un-
derstand the status and respond quickly when an un-
foreseen event occurs. Comprehensive safety plans will
include components such as communications, threat
assessment, local hazards, operation continuity and re-
unification, among other items.

CAN | MODIFY MATERIALS?
That depends. The core actions and directives must re-
main intact. These are:

1. Hold “In your room or area. Clear the halls.”
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2. Secure “Get inside. Locks outside doors”
3. Lockdown “Locks, Lights, Out of Sight”
4. Evacuate followed by the announced location

5. Shelter followed by the announced hazard and safety
strategy

Some details may need to be customized to your loca-
tion. For instance, the public address poster should be
modified to include hazards and safety strategies that are
specific to your location.

ARE THE SOURCE MATERIALS
AVAILABLE?

Yes. Some of the materials are available. Original, digital
artwork can be provided to organizations that have
signed “Memorandum of Understanding” with The “I
Love U Guys” Foundation.

Please note: Currently, original artwork is only provided in
Mac OS X, Pages version 10.0 or QuarkXPress 2019
(15.2.1).

CAN YOU SEND ME MATERIALS IN
MICROSOFT WORD?

The Public Address Poster, and all MOUs and NOlIs are
produced in Word. The other materials are not. Retaining
the graphic integrity of the materials proved beyond our
capabilities using Microsoft Word.

CAN | REALLY USE THE MATERIALS?
WHAT ABOUT COPYRIGHTS AND
TRADEMARKS?

Schools, districts, departments, agencies and organiza-
tions are free to use the materials under the “Terms of
Use” outlined in this document and in the Memorandum
of Understanding.

DO | NEED TO ASK PERMISSION TO USE
THE MATERIALS?

No. You really don’t need to ask permission. But, it
would be great if you let us know that you’re using our
programs.

DO | HAVE TO SIGN AN MOU WITH THE
FOUNDATION?

It is not necessary to sign an MOU with the Foundation,
but please consider it. The Foundation is committed to
providing programs at no cost. Yet, program develop-
ment, enhancement, and support are cost centers for
us. One way we fund those costs is through private
grants and funding.

An MOU is a strong demonstration of program validity
and assists us with these types of funding requests.

When you submit a completed MOU or NOI, you will be
added to our database and notified when updates and
new materials are available.

DO | HAVE TO SEND A NOTICE OF
INTENT?

In the absence of an MOU, a Notice of Intent provides
similar value to us regarding demonstrations of program
validity to potential funders. Either one means that you
will receive notification of updates and new materials.
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DO | HAVE TO NOTIFY YOU AT ALL THAT |
AM USING THE SRP?

We often speak with school safety stakeholders who
have implemented the SRP but haven’t mentioned it to
us. Please let us know that your school, district, depart-
ment or agency is using the SRP.

It is our goal that the SRP becomes the “Gold Standard.”
The more schools, districts, departments and agencies
that we can show are using the program, the greater the
chance for achieving our goal of having clear communi-
cation in a crisis.

CAN | PUT OUR LOGO ON YOUR
MATERIALS?

Yes. But with some caveats. If you are a school, district,
department or agency you may include your logo on
posters and handouts. If you are a commercial enter-
prise, please contact us in advance with intended usage.

In some states, we have co-branding agreements with
“umbrella” organizations (school district insurance pools,
school safety centers, etc.). In those states, we ask that
you also include the umbrella organization’s branding.

WE WOULD LIKE TO PUT THE MATERIALS
ON OUR WEBSITE.

Communication with your community is important. While
you are free to place any material on your website, it’s
preferable that you link to the materials from our website.
The reason for this is to allow us to track material usage.
We can then use these numbers when we seek funding.

But, don’t let that be a show stopper. If your IT group
prefers, just copy the materials to your site.

DOES THE SRP WORK WITH “RUN, HIDE,
FIGHT?”

In 2014, the Department of Education suggested “Run,
Hide, Fight” as the preferred response to an active
shooter. We don’t believe the practice is mutually exclu-
sive to the SRP, as that is a single-incident response.
Again, consult with local law enforcement regarding your
specific active shooter response.

There may be some challenges regarding training stu-
dents using some of the “Run, Hide, Fight” materials.
The Department of Education states “These videos are
not recommended for viewing by minors.”

DOES THE SRP WORK WITH A.L.I.C.E.?
Again, we don’t believe that SRP and A.L.I.C.E. (single
incident response) are mutually exclusive.

DOES THE SRP WORK WITH “AVOID,
DENY, DEFEND?”

The SRP attempts to be an all-hazards approach to
school based events. Of all of the active shooter re-
sponses, our determination is that “Avoid, Deny, Defend”
from Texas State University has the best positioning, lin-
guistics and actions. This response was created for
adults and is for use in workplaces.

http://www.avoiddenydefend.org
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APPENDIX A - FEMA GUIDANCE

FEMA provides a description of each exercise and drill.
The following information is from FEMA resources. The
chart on the right page is their Building Block chart, and
the descriptions here are how FEMA describes what
each one entails, and the expected outcomes.

For in-depth learning, see IS-120.C: An Introduction to
Exercises: ( https://training.fema.gov/is/
courseoverview.aspx?code=is-120.¢ )
DISCUSSION-BASED EXERCISES
SEMINAR

Seminars orient participants to or provide an overview
into strategies, plans, policies, or procedures. Seminars
can be valuable when an entity is developing new plans
or making changes to existing plans or procedures.
Goals

¢ Orient participants to new or existing plans, poli-
cies, or procedures

® Research or assess interagency capabilities or in-
ter-jurisdictional operations

¢ Construct a common framework of understanding
Characteristics

e Casual atmosphere

e Minimal time constraints

¢ | ecture-based
WORKSHOP

Workshops are more structured than seminars. Partici-
pant attendance and collaboration from relevant stake-
holders is essential to obtain consensus and produce
effective plans, procedures, and agreements.

Goals

¢ Develop a written product as a group, in coordinat-
ed activities

e Obtain consensus

e Collect or share information
Characteristics

¢ Broad attendance by relevant stakeholders

¢ Conducted based on clear objectives/goals

e More participant discussion than lecture-based
seminar

e Frequently uses break-out sessions to explore
parts of an issue with similar groups

Outcomes
¢ Emergency Operations Plans (EOPs)
e Mutual Aid Agreements
e Standard Operations Procedures (SOPs)
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DRILLS

FEMA Guidance

TABLETOP EXERCISE (TTX)

Tabletop exercises facilitate conceptual understanding,
identify strengths, and areas for improvements, and/or
achieving changes in perceptions. Participants are en-
couraged to problem-solve together through in-depth
discussion. An effective TTX comes from active partici-
pants and their assessment of recommended revisions
to current plans, policies, and procedures. It is impor-
tant to have a facilitator keep the participants focused
on the exercise objectives.

Goals
® Enhance general awareness
® Enhance roles and responsibility understanding
¢ Validate plans and procedures

e Rehearse concepts and/or assess types of sys-
tems in a defined incident

Characteristics

® Requires an experienced facilitator

¢ In-depth discussion

¢ | ow stress, problem-solving environment
GAME

A simulation of operations that often involves two or
more teams, usually in a competitive environment, us-
ing rules, data, and procedures designed to depict an
actual or hypothetical situation. Identifying critical deci-
sion-making points is a major factor in the success of
games.

Goals

e Explore decision-making processes and conse-
quences

e Conduct "what-if* analyses of existing plans

¢ Evaluate existing and potential strategies
Characteristics

¢ No actual resources used

e Often involves two or more teams

e Includes models and simulations on increasing
complexity as the game progresses

* May include pre-scripted messages
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BUILDING BLOCK APPROACH TO
EXERCISE SCHEDULING AND PLANNING

Functional Exercises - -

Games

Full Scale Exercises -

s D D [ 2

C ~J J J

Drills

D D

Tabletops (

[

Workshops [

Seminars ‘ ’ ‘ ’ ‘

Capability

P|anning and Training #

OPERATIONS-BASED EXERCISES
DRILL

A drill is a coordinated, supervised activity usually em-
ployed to validate a specific function or capability in a
single agency organization. Drills are commonly used to
provide training on tasks specific to new equipment or
procedures, to introduce or validate procedures, or
practice and maintain current skills.

Goals

¢ Provide training on new equipment

¢ Fvaluate new procedures, policies, and/or equip-
ment

¢ Practice and maintain skills

¢ Prepare for more complex exercises
Characteristics

¢ Immediate feedback

¢ Realistic but isolated environment
FUNCTIONAL EXERCISE (FE)

These are designed to validate and evaluate capabili-
ties, multiple functions and/or sub-functions, or inter-
dependent groups of functions. FEs are typically fo-
cused on exercising plans, policies, procedures, and
staff members involved in management, direction,
command, and control functions.

Goals
¢ \/alidate and evaluate capabilities
¢ Focused on plans, policies, and procedures
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Characteristics

e Conducted in a realistic, real-time simulated
environment

¢ Simulated deployment of resources and personnel

e Use of SimCell and Master Scenario Events List
(MSEL)

¢ |nclude controller and evaluators

FULL-SCALE EXERCISE (FSE)

Full-scale exercises (FSE) are high stress multi-agency,
multi-jurisdictional activities designed to test coordinat-
ed responses and rapid problem solving skills. These
are the most complex, resource-intensive, and possibly
expensive exercises.

Goals
e Demonstrate roles and responsibilities as ad-
dressed in plans and procedures

e Coordinate between multiple agencies, organiza-
tions and jurisdictions

Characteristics
e High-stress environment
® Rapid problem solving
e Critical thinking
e Conducted in a realistic, real-time environment to
mirror a real incident

* Mobilization of units, personnel, and equipment
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PROXY VOTING FORM

| hereby authorize the following Board member, (Name)

to serve as my proxy and to vote on my behalf at the
Meeting to be held on (Date).

This proxy is valid for: (check one)

All Matters voted on at the Meeting
Specific Issue/Matter (please explain below)

A board member wishing to have their vote counted at a subcommittee meeting or main
committee meeting may do so via proxy by designating a member of the Board of Directors
("Director") to act as their proxy. A board member wishing to vote via proxy shall personally
contact the Director to whom the member wishes to grant their proxy, and must complete the
proxy form in its entirety. Failure by the member to sign this proxy form and complete all
sections by hand will invalidate the proxy. The duly executed hand-written proxy form shall be

mailed, e-mailed as a scanned attachment, faxed, or hand delivered by the voting member to
the Board Secretary’s designee Colleen Baum, prior to the applicable meeting or action. A
separate proxy form shall be completed for each individual meeting of a subcommittee or a
main committee. The solicitation of proxies from voting members is prohibited. Solicited
proxies will not be accepted. No Director can exercise more than one proxy for any
subcommittee or main committee meeting. The voting member's signature attests the above
has been strictly followed.

Director's Name (print)

Signature

Date
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Name

Arvizo, Erica
9/2018
Berthelson, Paul

7/2013

Bertoch, Marnie
Non-voting

Garcia, Maricela

Philip, Jeffs
5/2019

Pater, Richard
Non-voting

Rader, Vanessa
9/2023

Position on Board Address

Parent Representative 1882 N Branding Cir
Salt Lake City UT 84116

Vice President Financial Services
Incomm

9490 South 300 West

Sandy, UT 84070

Finance

Principal Guadalupe School
1385 North 1200 West

Salt Lake City, UT 84116

Parent Representative 418 W Center St Apt 6
Bountiful UT 84010

921 Greenwood Terrace
Salt Lake City, UT 84105

Board President

Executive Director Guadalupe School
1385 North 1200 West

Salt Lake City, UT 84116

1352 W 600 S
Salt Lake City UT 84104

Parent Representative

CHARTER SCHOOL BOARD OF DIRECTORS

2023-2024

Contact

Cell: 801-888-4458
erica.arvizo@usdoj.gov
erica.arvizo@guadschool.org

Bus: 801-945-5036

Cell: 801-647-8841

Res: 801-282-3669
pberthelson@incomm.com
paul.berthelson@guadschool.org

Bus: 801-531-6100 x 306
Cell: 801-633-2678
marnie.bertoch@guadschool.org

Cell: 801-574-8621

Bus: 801-581-7942
philip.jeffs@eccles.utah.edu
philip.jeffs@guadschool.org

Bus: 801-531-6100
Cell: 801-231-1262
richard.pater@guadschool.org

Cell:
nessalovee1995@gmail.com

Alternates

Hinckley, Cindy

Murdock, Michelle

Parent Alternate

Parent Alternate

Vazquez, Raymond Parent Alternate

Revised 10/10/2023

cinderhinckley@gmail.com
murdockmichelle03@gmail.com

vazquezraymond1991@gmail.com
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GUADALUPE CHARTER SCHOOL & EARLY LEARNING
Calendar for School Year 2023 - 2024

July 2023 (0/0/0) August 2023 (9/14/0) September 2023 (19/19/0) October 2023 (20/20/0)
s M T W T F S s M T W T F S S M T W T F s M T W T F S
1 2 3 4 s 1
2 3 4 5 6 7 8 6 7 8 9 10 11 12 314 5 6 7 8 1 2 3 4 5 6 7
9 10 11 12 13 14 15 13 14 15 16 17 18 19 10 11 12 13 14 15 16 8 9 10 11 12 13 14
16 17 18 19 20 21 22 20 - 22 23 24 25 26 17 18 19 20 21 22 23 15 16 17 18 19 20 21
23 24 25 26 27 28 29 27 28 29 30 31 24 25 26 - 28 29 30 22 23 24 25 26 27 28
30 31 29 30 31
November 2023 (19/20/0) December 2023 (14/14/0) January 2024 (19/19/0) February 2024 (20/20/0)
S M T W T F S S M T W T F S S M T W T F S
s M T W T F S
_ 1 2 1 2 3 4 5 6 1 2 3
4
3 4 5 6 7 8 9 7 8 9 10 11 12 13 4 5 6 7 8 9 10
5 6 7 8 9 10 11
10 11 12 13 14 15 16 14 /15 16 17 18 19 20 11 12 13 14 15 16 17
12 13 14 15 16 17 18
17 18 19 20 21 22 23 21 22 23 24 25 26 27 18 119 20 21 22 23 24
19 20 21 22 23 24 25
24 25 26 27 28 29 30 28 29 30 31 25 26 27 28 29
26 27 28 29 30
31
March 2024 (21/21/0) April 2024 (17/17/0) May 2024 (22/22/0) June 2024
s M T W T F S S M T W T F S S M T W T F s M T W T F S
1 2 1 2 3 4 5 56 1 2 3 4 1
s 4 s el - 7 8 9 10 11 12 13 5 6 7 8 9 10 11 2 3 4 5 6 7 8
10 11 12 13 14 15 16 14 15 16 17 18 19 20 12 13 14 15 16 17 18 9 10 11 12 13 14 15
17 18 19 20 21 22 23 21 22 23 24 25 26 27 19 20 21 22 23 24 25 16 17 18 719 20 21 22
24 25 26 27 28 29 30 28 29 30 26 (27 28 29 - 31 23 BNy 25
3 30
1%t full day of Kindergarten Early Out Wednesday Early Out Day — 12:00 PM

Summer School

Holidays — No School

(8:00 — 2:45 PM)

Kindergarten students only
8:00-11 AM Class

1:30 PM

Last Day of School
Progression - 10:00 AM
Early Out Day - 12:00 PM

180 days
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MEETING SCHEDULES 2023-24

All meetings held at Guadalupe School unless otherwise notified
1385 North 1200 West - Board Room

Finance Committee | Operating Committee Agency Board Charter Board *GHC and FOG
4:00-5:00pm 12:00-1:00pm 4:30-6:00pm 8:30-9:30am 4:00pm & 4:15pm
.22 ' /.
JULY -- -- -- -- --
AUGUST -- -- -- -- --
SEPTEMBER Tues 9/12 Wed 9/20 **Wed 9/27 **Fri 9/29 Wed 9/27 (just before Agency)
OCTOBER Tues 10/10 Wed 10/18 Wed 10/25 Fri 10/27 --
NOVEMBER Tues 11/14 Wed 11/15 Wed 11/29 Fri 11/17 --
DECEMBER -- -- -- -- --
JANUARY Tues 1/16 Wed 1/24 Wed 1/31 -- Wed 1/31 (FOG only, 4:15pm)
FEBRUARY Tues 2/13 Wed 2/14 Wed 2/21 Fri 2/23 --
MARCH Tues 3/12 Wed 3/13 Wed 3/20 Fri 3/22 --
APRIL Tues 4/9 Wed 4/17 Wed 4/24 Fri 4/26 --
MAY Tues 5/14 Wed 5/15 Wed 5/22 Fri 5/24 --
JUNE Tues 6/11 Wed 6/12 Wed 6/26 **Fri 6/28 --

Charter Board comes before Agency Board in November
-- No meetings scheduled

**2 hour meeting

*Guadalupe Holding Company & Friends of Guadalupe

*Updated 8/24/2023
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